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Chapter 1

GNU SASL Reference Manual

GNU SASL is an implementation of the Simple Authentication and Security Layer (SASL) framework and a few common SASL
mechanisms. SASL is used by network servers (e.g., IMAP, SMTP, XMPP) to request authentication from clients, and in clients
to authenticate against servers.

GNU SASL consists of a C library (libgsasl), a command-line application (gsasl), and a manual. The library supports the
ANONYMOUS, CRAM-MDS5, DIGEST-MD5, EXTERNAL, GS2-KRB5, GSSAPI, LOGIN, NTLM, OPENID20, PLAIN,
SCRAM-SHA-1, SCRAM-SHA-1-PLUS, SCRAM-SHA-256, SCRAM-SHA-256-PLUS, SAML20, and SECURID mechanisms.

The design of the library and the intended interaction between applications and the library through the official API is shown in
Figure 1.1.
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Figure 1.1: Ilustration of separation between application and individual mechanism

The operation of an application using the library can best be understood in terms of a flow chart diagram, as shown in Figure 1.2.
The details on how the actual negotiation are carried out are illustrated in Figure 1.3.
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4 Control flow inside application

Process marager:

Specify callback: Multiple:x
gsas|_callback_set (ctx, myfunc); severalclients...
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Initialize library:
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Figure 1.2: High-level control flow of SASL application

Control flow
for one SASL session

fork(),
pthread_create(),

Decile which mechanism to use:
mech = my_chose_mechanism();

N

Start new authentication process:
gsas| clhent_start (ctx, mech, &session);
.OH.
gsasl_server_start (cte, mech, &session);

L

Optionally set properties:
gsas|_property_set (session, GSASL_AUTHZID, "joe’);

Read token from peer:
readtoken (&in);
_O H_
in=MULL
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One step of the authentication:
rc = gsas|_steps4 (session, in, &out);

~

Send token to peer
rc == GSASL_NEEDS MORE sendtoken (out):
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token?

rc = GSASL_OK

Authentication
finshed?

rc l=GEASL_NEEDS_MORE

Abort rc == GSASL OK

gsas|_finish (session);
printf (*Failure: %es'n”, gsas|_strerror {rc));

Finish authentication process:
gsas| finish (session);
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Authenticated protocol exchange...
Forexampke SMTF or IMAP.

Figure 1.3: Low-level control flow of SASL application
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