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1. I nt roducti on

Virtual Private LAN Service (VPLS), as defined in [ RFC4664],

[ RFCA761], and [ RFC4762], is a proven and wi dely depl oyed technol ogy.
However, the existing solution has a nunber of limtations when it
conmes to nultihoming and redundancy, multicast optim zation
provisioning sinplicity, flow based |oad bal anci ng, and mul ti pat hi ng;
these limtations are inportant considerations for Data Center (DC)
depl oynents. [RFC7209] describes the notivation for a new sol ution
to address these linitations. It also outlines a set of requirenments
that the new solution nust address.

Thi s docunent describes procedures for a BGP MPLS-based sol ution
call ed Ethernet VPN (EVPN) to address the requirements specified in
[ RFC7209]. Please refer to [ RFC7209] for the detail ed requirenents
and notivation. EVPN requires extensions to existing | P/ MPLS
protocol s as described in this docunent. |In addition to these

ext ensi ons, EVPN uses several building bl ocks from existing MPLS

t echnol ogi es.

2. Specification of Requirenments
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].
3. Term nol ogy
Broadcast Dormin: In a bridged network, the broadcast donain
corresponds to a Virtual LAN (VLAN), where a VLANis typically
represented by a single VLAN ID (VID) but can be represented
by several VIDs where Shared VLAN Learning (SVL) is used
per [802.1Q.
Bri dge Table: An instantiation of a broadcast domain on a MAC VRF.

CE: Custoner Edge device, e.g., a host, router, or swtch
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EVI: An EVPN instance spanning the Provider Edge (PE) devices
participating in that EVPN

MAC-VRF: A Virtual Routing and Forwarding table for Media Access
Control (MAC) addresses on a PE.

Et hernet Segnent (ES): When a custoner site (device or network) is
connected to one or nore PEs via a set of Ethernet |inks, then
that set of links is referred to as an ’'Ethernet segnment’.

Et hernet Segnent ldentifier (ESI): A unique non-zero identifier that
identifies an Ethernet segnent is called an ' Ethernet Segnent
Identifier’.

Et hernet Tag: An Ethernet tag identifies a particul ar broadcast
domain, e.g., a VLAN. An EVPN i nstance consists of one or nore
br oadcast domai ns.

LACP: Link Aggregation Control Protocol.

MP2MP: Mul tipoint to Miltipoint.

MP2P: Mul tipoint to Point.

P2MP: Point to Miltipoint.

P2P: Point to Point.

PE: Provider Edge device.

Si ngl e- Acti ve Redundancy Modde: Wen only a single PE, anong all the
PEs attached to an Ethernet segnent, is allowed to forward traffic
to/fromthat Ethernet segnent for a given VLAN, then the Ethernet
segrment is defined to be operating in Single-Active redundancy
node.

Al'l - Active Redundancy Mode: Wen all PEs attached to an Ethernet
segrment are allowed to forward known unicast traffic to/fromthat

Et hernet segnent for a given VLAN, then the Ethernet segnent is
defined to be operating in All-Active redundancy node.
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4.

BG MPLS- Based EVPN Overvi ew

Thi s section provides an overview of EVPN. An EVPN i nstance

conpri ses Custoner Edge devices (CEs) that are connected to Provider
Edge devices (PEs) that formthe edge of the MPLS infrastructure. A
CE may be a host, a router, or a switch. The PEs provide virtua
Layer 2 bridged connectivity between the CEs. There may be nultiple
EVPN i nstances in the provider’s network.

The PEs may be connected by an MPLS Label Switched Path (LSP)
infrastructure, which provides the benefits of MPLS technol ogy, such
as fast reroute, resiliency, etc. The PEs nay al so be connected by
an | P infrastructure, in which case | P/GRE (Generic Routing
Encapsul ati on) tunneling or other |IP tunneling can be used between
the PEs. The detailed procedures in this docunent are specified only
for MPLS LSPs as the tunneling technol ogy. However, these procedures
are designed to be extensible to IP tunneling as the Packet Sw tched
Net wor k (PSN) tunneling technol ogy.

In an EVPN, MAC | earning between PEs occurs not in the data plane (as
happens with traditional bridging in VPLS [ RFC4761] [RFC4A762]) but in
the control plane. Control-plane |earning offers greater contro

over the MAC | earning process, such as restricting who | earns what,
and the ability to apply policies. Furthernore, the control plane
chosen for advertising MAC reachability information is nulti-protoco
(MP) BCGP (similar to I P VPNs [RFC4364]). This provides flexibility
and the ability to preserve the "virtualization" or isolation of
groups of interacting agents (hosts, servers, virtual machines) from
each other. In EVPN, PEs advertise the MAC addresses |earned from
the CEs that are connected to them along with an MPLS | abel, to
other PEs in the control plane using Miltiprotocol BGP (MP-BGP).
Control - pl ane | earni ng enabl es | oad bal ancing of traffic to and from
CEs that are multihonmed to nultiple PEs. This is in addition to | oad
bal anci ng across the MPLS core via multiple LSPs between the same
pair of PEs. In other words, it allows CEs to connect to nmultiple
active points of attachnent. It also inproves convergence tines in
the event of certain network failures.

However, |earning between PEs and CEs is done by the nethod best
suited to the CE data-plane |earning, |EEE 802.1x, the Link Layer
Di scovery Protocol (LLDP), |EEE 802.1aq, Address Resol ution Protoco
(ARP), managenent plane, or other protocols.

It is a local decision as to whether the Layer 2 forwarding table on
a PE is populated with all the MAC destination addresses known to the
control plane, or whether the PE inplenents a cache-based schene.

For instance, the MAC forwarding table nmay be populated only with the
MAC destinations of the active flows transiting a specific PE
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The policy attributes of EVPN are very sinmlar to those of |P-VPN

An EVPN instance requires a Route Distinguisher (RD) that is unique
per MAC-VRF and one or nore globally unique Route Targets (RTs). A
CE attaches to a MAG-VRF on a PE, on an Ethernet interface that may
be configured for one or nore Ethernet tags, e.g., VLAN IDs. Sone
depl oynent scenari os guarantee uni queness of VLAN | Ds across EVPN
instances: all points of attachnent for a given EVPN i nstance use the
same VLAN I D, and no other EVPN instance uses this VLANID. This
docunent refers to this case as a "Uni que VLAN EVPN' and descri bes
sinmplified procedures to optimze for it.

5. Ethernet Segnent

As indicated in [ RFC7209], each Ethernet segnment needs a uni que
identifier in an EVPN. This section defines how such identifiers are
assigned and how they are encoded for use in EVPN signaling. Later
sections of this docunent describe the protocol nechanisns that
utilize the identifiers.

Wien a customer site is connected to one or nore PEs via a set of

Et hernet links, then this set of Ethernet |inks constitutes an

"Et hernet segnment". For a nultihonmed site, each Ethernet segnent
(ES) is identified by a unique non-zero identifier called an Ethernet
Segrment ldentifier (ESI). An ESI is encoded as a 10-octet integer in
line format with the nost significant octet sent first. The
following two ESI val ues are reserved

- ESI 0 denotes a single-honed site.
- ESI {OxFF} (repeated 10 tinmes) is known as MAX-ESI and is reserved

In general, an Ethernet segment SHOULD have a non-reserved ESI that
is unique network wide (i.e., across all EVPN instances on all the
PEs). If the CE(s) constituting an Ethernet segment is (are) managed
by the network operator, then ESI uniqueness shoul d be guaranteed;
however, if the CE(s) is (are) not managed, then the operator MJST
configure a network-w de unique ESI for that Ethernet segnent. This
is required to enabl e auto-discovery of Ethernet segnents and

Desi gnat ed Forwarder (DF) el ection
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In a network with nmanaged and non-nanaged CEs, the ESI has the
followi ng fornmat:

Sy S SR S SR

| T ESI Val ue
B T e e e

Wher e:

T (ESI Type) is a 1-octet field (nmost significant octet) that
specifies the format of the remaining 9 octets (ESI Value). The
followi ng six ESI types can be used:

- Type 0 (T=0x00) - This type indicates an arbitrary 9-octet ESI
val ue, which is managed and configured by the operator

- Type 1 (T=0x01) - Wen | EEE 802. 1AX LACP is used between the PEs
and CEs, this ESI type indicates an auto-generated ESI val ue
determi ned from LACP by concatenating the follow ng paraneters

+ CE LACP System MAC address (6 octets). The CE LACP System MAC
address MJST be encoded in the high-order 6 octets of the ESI
Val ue field.

+ CE LACP Port Key (2 octets). The CE LACP port key MJIST be
encoded in the 2 octets next to the System MAC address.

+ The rermaining octet will be set to 0x00.

As far as the CE is concerned, it would treat the nultiple PEs that
it is connected to as the sane switch. This allows the CE to
aggregate links that are attached to different PEs in the sane
bundl e.

Thi s mechani smcould be used only if it produces ESIs that satisfy
t he uni queness requirenent specified above.
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- Type 2 (T=0x02) - This type is used in the case of indirectly
connected hosts via a bridged LAN between the CEs and the PEs. The
ESI Value is auto-generated and deternined based on the Layer 2
bridge protocol as follows: If the Miltiple Spanning Tree Protoco
(MSTP) is used in the bridged LAN, then the value of the ESI is
derived by listening to Bridge PDUs (BPDUs) on the Ethernet
segment. To achieve this, the PEis not required to run MSTP.
However, the PE nust |earn the Root Bridge MAC address and Bridge
Priority of the root of the Internal Spanning Tree (IST) by
listening to the BPDUs. The ESI Value is constructed as foll ows:

+ Root Bridge MAC address (6 octets). The Root Bridge MAC address
MUST be encoded in the high-order 6 octets of the ESI Val ue
field.

+ Root Bridge Priority (2 octets). The CE Root Bridge Priority
MUST be encoded in the 2 octets next to the Root Bridge MAC
addr ess.

+ The remaining octet will be set to 0x00.

Thi s mechani smcould be used only if it produces ESIs that satisfy
t he uni queness requirenment specified above.

- Type 3 (T=0x03) - This type indicates a MAC-based ESI Val ue that
can be auto-generated or configured by the operator. The ESI Val ue
is constructed as foll ows:

+ System MAC address (6 octets). The PE MAC address MJIST be
encoded in the high-order 6 octets of the ESI Value field.

+ Local Discrimnator value (3 octets). The Local Discrinnator
val ue MUST be encoded in the |loworder 3 octets of the ESI Val ue.

Thi s mechani smcould be used only if it produces ESIs that satisfy
t he uni queness requirenent specified above.

- Type 4 (T=0x04) - This type indicates a router-1D ESI Val ue that
can be auto-generated or configured by the operator. The ESI Val ue
is constructed as foll ows:

+ Router ID (4 octets). The systemrouter |ID MIST be encoded in
the high-order 4 octets of the ESI Value field.

+ Local Discriminator value (4 octets). The Local Discrinnator
val ue MUST be encoded in the 4 octets next to the |IP address.

+ The loworder octet of the ESI Value will be set to 0x00.
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6.

Thi s mechani smcould be used only if it produces ESIs that satisfy
t he uni queness requirenent specified above.

- Type 5 (T=0x05) - This type indicates an Autononmous System
(AS) - based ESI Val ue that can be auto-generated or configured by
the operator. The ESI Value is constructed as foll ows:

+ AS nunber (4 octets). This is an AS nunmber owned by the system
and MUST be encoded in the high-order 4 octets of the ESI Val ue
field. If a 2-octet AS nunber is used, the high-order extra
2 octets will be 0x0000.

+ Local Discrimnator value (4 octets). The Local Discrinnator
val ue MUST be encoded in the 4 octets next to the AS nunber.

+ The | oworder octet of the ESI Value will be set to 0xO00.

This mechani smcould be used only if it produces ESIs that satisfy
t he uni queness requirenment specified above.

Et hernet Tag ID

An Ethernet Tag IDis a 32-bit field containing either a 12-bit or
24-bit identifier that identifies a particular broadcast donain
(e.g., a VLAN) in an EVPN instance. The 12-bit identifier is called
the VLAN ID (VID). An EVPN instance consists of one or nore
broadcast domains (one or nore VLANs). VLANs are assigned to a given
EVPN i nstance by the provider of the EVPN service. A given VLAN can
itself be represented by nmultiple VIDs. In such cases, the PEs
participating in that VLAN for a given EVPN instance are responsible
for performing VLAN ID translation to/fromlocally attached CE

devi ces.

If a VLANis represented by a single VID across all PE devices
participating in that VLAN for that EVPN instance, then there is no
need for VID translation at the PEs. Furthernore, sone depl oynent
scenari os guarantee uni queness of VIDs across all EVPN instances; all
poi nts of attachment for a given EVPN instance use the sane VID, and
no other EVPN instances use that VID. This allows the RT(s) for each
EVPN i nstance to be derived automatically fromthe correspondi ng VID,
as described in Section 7.10.1.

The followi ng subsections discuss the relationship between broadcast
domains (e.g., VLANs), Ethernet Tag IDs (e.g., VIDs), and MAC- VRFs as
well as the setting of the Ethernet Tag ID, in the various EVPN BGP
routes (defined in Section 8), for the different types of service

i nterfaces described in [RFC7209].
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The following Ethernet Tag I D value is reserved:
- Ethernet Tag | D {OxFFFFFFFF} is known as MAX- ET.

6.1. VLAN-Based Service Interface

Wth this service interface, an EVPN i nstance consists of only a
singl e broadcast domain (e.g., a single VLAN). Therefore, there is a
one-to-one mappi ng between a VID on this interface and a MAC VRF.
Since a MAC-VRF corresponds to a single VLAN, it consists of a single
bridge table corresponding to that VLAN. If the VLAN is represented
by nmultiple VIDs (e.g., a different VID per Ethernet segnment per PE),
then each PE needs to performVID translation for franes destined to
its Ethernet segnent(s). |In such scenarios, the Ethernet frames
transported over an MPLS/IP network SHOULD renmin tagged with the
originating VID, and a VID transl ati on MJST be supported in the data
path and MJST be perforned on the disposition PE. The Ethernet Tag
IDin all EVPN routes MJIST be set to O.

6.2. VLAN Bundl e Service Interface

Wth this service interface, an EVPN i nstance corresponds to nultiple
broadcast domains (e.g., nultiple VLANs); however, only a single
bridge table is nmmintai ned per MAC-VRF, which neans nultiple VLANs
share the sane bridge table. This inplies that MAC addresses MJST be
uni que across all VLANs for that EVI in order for this service to
work. In other words, there is a nany-to-one mappi ng between VLANs
and a MAC-VRF, and the MAC-VRF consists of a single bridge table.

Furt hernmore, a single VLAN nust be represented by a single VID --
e.g., no VIDtranslation is allowed for this service interface type.
The MPLS-encapsul ated frames MJUST renmin tagged with the originating
VID. Tag translation is NOT permitted. The Ethernet Tag IDin all
EVPN routes MJST be set to O.

6.2.1. Port-Based Service Interface

This service interface is a special case of the VLAN bundle service
interface, where all of the VLANs on the port are part of the sane
service and map to the same bundle. The procedures are identical to
those described in Section 6. 2.

6.3. VLAN Aware Bundl e Service Interface
Wth this service interface, an EVPN instance consists of multiple
broadcast domains (e.g., nultiple VLANS) with each VLAN having its

own bridge table -- i.e., multiple bridge tables (one per VLAN) are
mai nt ai ned by a single MAC VRF corresponding to the EVPN instance.
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Br oadcast, unknown unicast, or nulticast (BUM traffic is sent only
to the CEs in a given broadcast donain; however, the broadcast
domains within an EVI either MAY each have their own P-Tunnel or MAY
share P-Tunnels -- e.g., all of the broadcast domains in an EVI MAY
share a single P-Tunnel

In the case where a single VLAN is represented by a single VID and
thus no VID translation is required, an MPLS-encapsul ated packet MJIST
carry that VID. The Ethernet Tag IDin all EVPN routes MJST be set
to that VID. The advertising PE MAY advertise the MPLS Labell in the
MAC/ | P Adverti senent route representing ONLY the EVI or representing
both the Ethernet Tag ID and the EVI. This decision is only a |loca
matter by the advertising PE (which is also the disposition PE) and
doesn’t affect any other PEs.

In the case where a single VLAN is represented by different VIDs on
different CEs and thus VID translation is required, a normalized

Et hernet Tag ID (VID) MJST be carried in the EVPN BGP routes.

Furt hernmore, the advertising PE advertises the MPLS Labell in the
MAC/ | P Advertisenent route representing both the Ethernet Tag | D and
the EVI, so that upon receiving an MPLS-encapsul ated packet, it can
identify the corresponding bridge table fromthe MPLS EVPN | abel and
perform Ethernet Tag ID translation ONLY at the disposition PE --
i.e., the Ethernet franmes transported over the MPLS/ I P network MJST
remain tagged with the originating VID, and VID translation is
performed on the disposition PE. The Ethernet Tag IDin all EVPN
routes MJST be set to the normalized Ethernet Tag I D assigned by the
EVPN provi der.

6.3.1. Port-Based VLAN-Aware Service Interface

This service interface is a special case of the VLAN aware bundl e
service interface, where all of the VLANs on the port are part of the
same service and are mapped to a single bundle but w thout any VID
translation. The procedures are a subset of those described in
Section 6. 3.
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7. BGP EVPN Rout es

Thi s docunent defines a new BGP Network Layer Reachability
Information (NLRI') called the EVPN NLRI.

The format of the EVPN NLRI is as follows:

o m e e e e e e e e e eme s +
| Rout e Type (1 octet) |
o m e m e e e e e e e e e e e e emeao - +
| Length (1 octet) |
o e e m e e e e e e e e e e e e e e e +
| Route Type specific (variable) |
o m e e e e e e e e e eme s +

The Route Type field defines the encoding of the rest of the EVPN
NLRI (Route Type specific EVPN NLRI).

The Length field indicates the length in octets of the Route Type
specific field of the EVPN NLRI

Thi s docunent defines the follow ng Route Types:

- Ethernet Auto-Discovery (A-D) route

- MAC/I P Advertisenent route

- Inclusive Miulticast Ethernet Tag route
- Ethernet Segnent route

+ + + +
DWN P

The detail ed encoding and procedures for these route types are
descri bed i n subsequent sections.

The EVPN NLRI is carried in BGP [ RFC4271] using BGP Ml tiprotoco
Ext ensi ons [ RFCA760] with an Address Fanily Identifier (AFlI) of 25
(L2VPN) and a Subsequent Address Family ldentifier (SAFlI) of 70
(EVPN). The NLRI field in the MP_REACH NLRI/ MP_UNREACH NLR
attribute contains the EVPN NLRI (encoded as specified above).

In order for two BGP speakers to exchange | abel ed EVPN NLRI, they
nmust use BGP Capabilities Advertisenents to ensure that they both are
capabl e of properly processing such NLRI. This is done as specified
in [RFC4760], by using capability code 1 (multiprotocol BGP) with an
ARl of 25 (L2VPN) and a SAFI of 70 (EVPN)

Saj assi, et al. St andards Track [ Page 13]



RFC 7432 BGP MPLS-Based Et hernet VPN February 2015

7.1. Ethernet Auto-discovery Route

An Ethernet A-D route type specific EVPN NLRI consists of the

fol | owi ng:
o e e e e e e e e e e e e e e e oo +
| Route Distinguisher (RD) (8 octets) |
oo e e e e e e e e e e e e e e mea oo +
| Et hernet Segnent Identifier (10 octets)]
o m e e e e e e e e e e e e e e e e e aao - +
| Ethernet Tag ID (4 octets) |
o e e e e e e e e e e e e e e e oo +
| MPLS Label (3 octets) |
oo e e e e e e e e e e e e e e mea oo +

For the purpose of BGP route key processing, only the Ethernet
Segnment ldentifier and the Ethernet Tag ID are considered to be part
of the prefix in the NLRI. The MPLS Label field is to be treated as
a route attribute as opposed to being part of the route.

For procedures and usage of this route, please see Sections 8.2
("Fast Convergence") and 8.4 ("Aliasing and Backup Path").

7.2. MAC/ I P Advertisenent Route

A MAC/I P Advertiserment route type specific EVPN NLRI consists of the

fol | owi ng:
o e m e e e e e e e e e e e e e e e +
| RD (8 octets) |
. +
| Et hernet Segnent Identifier (10 octets)]
e +
| Ethernet Tag ID (4 octets) |
o e m e e e e e e e e e e e e e e e +
| MAC Address Length (1 octet) |
e +
| MAC Address (6 octets) |
T e +
| 1P Address Length (1 octet) |
o e m e e e e e e e e e e e e e e e +
| P Address (0, 4, or 16 octets) |
e +
| MPLS Labell (3 octets) |
T e +
| MPLS Label2 (0 or 3 octets) |
o e m e e e e e e e e e e e e e e e +
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For the purpose of BGP route key processing, only the Ethernet Tag

I D, MAC Address Length, MAC Address, | P Address Length, and IP
Address fields are considered to be part of the prefix in the NLRI.
The Ethernet Segnent Identifier, MPLS Label 1, and MPLS Label 2 fields
are to be treated as route attributes as opposed to being part of the
"route". Both the IP and MAC address lengths are in bits

For procedures and usage of this route, please see Sections 9
("Determ ning Reachability to Unicast MAC Addresses") and 14 ("Load
Bal anci ng of Uni cast Packets").

7.3. Inclusive Milticast Ethernet Tag Route

An Inclusive Milticast Ethernet Tag route type specific EVPN NLR
consists of the follow ng:

o e m e e e e e e e e e e e e e e e +
| RD (8 octets) |
. +
| Ethernet Tag ID (4 octets)

T e +
| 1P Address Length (1 octet) |
o e m e e e e e e e e e e e e e e e +

| Oiginating Router’s | P Address
| (4 or 16 octets) |

For procedures and usage of this route, please see Sections 11
("Handling of Multi-destination Traffic"), 12 ("Processing of Unknown
Uni cast Packets"), and 16 ("Milticast and Broadcast"). The IP
address length is in bits. For the purpose of BGP route key
processing, only the Ethernet Tag ID, |IP Address Length, and
Oiginating Router’s | P Address fields are considered to be part of
the prefix in the NLRI.
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7.4. Ethernet Segnment Route

An Et hernet Segnment route type specific EVPN NLRI consists of the

fol | owi ng:

o e e e e e e e e e e e e e e e oo +
| RD (8 octets) |
oo e e e e e e e e e e e e e e mea oo +
| Et hernet Segnent Identifier (10 octets)]
o m e e e e e e e e e e e e e e e e e aao - +
| 1P Address Length (1 octet)

o e e e e e e e e e e e e e e e oo +

| Oiginating Router’s |IP Address
| (4 or 16 octets) |

For procedures and usage of this route, please see Section 8.5

(" Designated Forwarder Election"). The |IP address length is in bits.
For the purpose of BGP route key processing, only the Ethernet
Segrment I D, IP Address Length, and Originating Router’s | P Address
fields are considered to be part of the prefix in the NLRI.

7.5. ESI Label Extended Conmunity

This Extended Community is a new transitive Extended Community having
a Type field value of 0x06 and the Sub-Type 0x01. It nay be
advertised along with Ethernet Auto-discovery routes, and it enables
split-horizon procedures for multihomed sites as described in

Section 8.3 ("Split Horizon"). The ESI Label field represents an ES
by the advertising PE, and it is used in split-horizon filtering by
other PEs that are connected to the sane nulti honed Ethernet segnent.

Each ESI Label extended community is encoded as an 8-octet val ue, as
fol |l ows:

01234567890123456789012345678901
I S S S T i S S S T 3
| Type=0x06 | Sub-Type=0x01 | Flags(l octet)| Reserved=0
I i I S T i S S T i s St S S S
| Reserved=0 | ESI Label
B T e o i S I i i S S N iy St S I S S

The | oworder bit of the Flags octet is defined as the
"Single-Active" bit. A value of 0 neans that the nmultihonmed site
is operating in All-Active redundancy node, and a value of 1 means
that the nmultihoned site is operating in Single-Active redundancy
node.
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7.6. ES-Inport Route Target

This is a newtransitive Route Target extended comunity carried with
the Ethernet Segnent route. Wen used, it enables all the PEs
connected to the sane nultihonmed site to inport the Ethernet Segnent
routes. The value is derived automatically for the ESI Types 1, 2,
and 3, by encoding the high-order 6-octet portion of the 9-octet ESI
Val ue, which corresponds to a MAC address, in the ES-Inport Route
Target. The format of this Extended Community is as follows:

01234567890123456789012345678901
B T S S e s e i s S i S S S S S S T S SR S S S i S S S
| Type=0x06 | Sub-Type=0x02 | ES- | nport
B Lt r s i i i o o T s ks S R S
| ES- I nmport Cont’d |
B s T s s e T o e S T ks et s oot ST S S S o S S 3

Thi s docunent expands the definition of the Route Target extended
community to allow the value of the high-order octet (Type field) to
be 0x06 (in addition to the values specified in [RFC4360]). The

| ow order octet (Sub-Type field) value 0x02 indicates that this

Ext ended Conmmunity is of type "Route Target". The new Type field

val ue 0x06 indicates that the structure of this RT is a 6-octet val ue
(e.g., a MAC address). A BCGP speaker that inplenments RT Constraint

[ RFC4684] MUST apply the RT Constraint procedures to the ES-Inport RT
as wel | .

For procedures and usage of this attribute, please see Section 8.1
("Ml ti homed Ethernet Segnent Auto-discovery").
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7.

7.

7.

7.

8.

9.

MAC Mobility Extended Community

This Extended Community is a new transitive Extended Conmunity having
a Type field value of 0x06 and the Sub-Type 0x00. It may be
advertised along with MAC/I P Adverti senent routes. The procedures
for using this Extended Comunity are described in Section 15 ("MAC
Mobi lity").

The MAC Mobility extended comunity is encoded as an 8-octet val ue,
as foll ows:

01234567890123456789012345678901
I S S S T i S S S T 3
| Type=0x06 | Sub- Type=0x00 | Fl ags(1 octet)| Reserved=0 |
T i S T i S T i s St N S R S S
| Sequence Number |
B T e o i S I i i S S N iy St S I S S

The | oworder bit of the Flags octet is defined as the
"Sticky/static" flag and nay be set to 1. A value of 1 neans that
the MAC address is static and cannot nove. The sequence nunber is
used to ensure that PEs retain the correct MAC/IP Advertisenent route
when nultiple updates occur for the sanme MAC address.

Defaul t Gateway Extended Conmmunity

The Default Gateway conmunity is an Extended Comunity of an Opaque
Type (see Section 3.3 of [RFC4360]). It is a transitive community,
whi ch nmeans that the first octet is 0x03. The value of the second
octet (Sub-Type) is 0x0d (Default Gateway) as assigned by | ANA.  The
Value field of this conmunity is reserved (set to O by the senders,

i gnored by the receivers). For procedures and usage of this
attribute, please see Section 10.1 ("Default Cateway").

Rout e Di stingui sher Assignnent per MAC- VRF

The Route Distinguisher (RD) MIST be set to the RD of the MAC VRF
that is advertising the NLRI. An RD MJST be assigned for a given
MAC-VRF on a PE. This RD MJUST be uni que across all MAC-VRFs on a PE.
It is RECOWENDED to use the Type 1 RD [ RFC4364]. The value field
conprises an | P address of the PE (typically, the | oopback address)
foll owed by a nunber unique to the PE. This nunber nmay be generated
by the PE. O, in the Unique VLAN EVPN case, the loworder 12 bits
may be the 12-bit VLAN ID, with the remaining high-order 4 bits set
to O.
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7.10. Route Targets

The EVPN route MAY carry one or nore Route Target (RT) attributes.
RTs may be configured (as in IP VPNs) or may be derived
aut omati cal l y.

If a PE uses RT Constraint, the PE advertises all such RTs using RT
Constraints per [RFC4684]. The use of RT Constraints allows each
EVPN route to reach only those PEs that are configured to inport at
| east one RT fromthe set of RTs carried in the EVPN route.

7.10.1. Auto-derivation fromthe Ethernet Tag ID
For the "Uni que VLAN EVPN' scenario, it is highly desirable to
auto-derive the RT fromthe Ethernet Tag ID (VLAN ID) for that EVPN

i nstance. The procedure for perform ng such auto-derivation is as
fol | ows:

+ The dobal Adninistrator field of the RT MUST be set to the
Aut ononous System (AS) nunber with which the PE is associ at ed.

+ The 12-bit VLAN I D MIST be encoded in the |l owest 12 bits of the
Local Administrator field, with the remaining bits set to zero

8. Ml tihom ng Functions
This section discusses the functions, procedures, and associ ated BGP
routes used to support nultihoming in EVPN. This covers both
mul ti honed device (MHD) and nul ti homed network (MHN) scenari os.

8.1. Miltihoned Ethernet Segment Auto-discovery
PEs connected to the same Ethernet segnent can autonatically di scover
each other with minimal to no configuration through the exchange of
t he Et hernet Segnent route.

8.1.1. Constructing the Ethernet Segnent Route
The Route Distinguisher (RD) MIUST be a Type 1 RD [ RFC4364]. The
value field conprises an | P address of the PE (typically, the
| oopback address) foll owed by a number unique to the PE

The Ethernet Segnent Identifier (ESI) MJST be set to the 10-octet
val ue described in Section 5.

The BGP advertisenment that advertises the Ethernet Segment route MJIST
al so carry an ES-Inmport Route Target, as defined in Section 7.6.
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The Ethernet Segnent route filtering MJIST be done such that the

Et hernet Segment route is inported only by the PEs that are
mul ti honed to the sane Ethernet segnment. To that end, each PE that
is connected to a particular Ethernet segnent constructs an inport
filtering rule to inport a route that carries the ES-1nport Route
Target, constructed fromthe ESI

8.2. Fast Convergence

In EVPN, MAC address reachability is learned via the BGP contro

pl ane over the MPLS network. As such, in the absence of any fast
protection nechanism the network convergence tinme is a function of
the nunber of MAC/ I P Advertisenent routes that nmust be withdrawn by
the PE encountering a failure. For highly scaled environnents, this
scheme yi el ds sl ow conver gence.

To alleviate this, EVPN defines a nechanismto efficiently and

qui ckly signal, to renote PE nodes, the need to update their
forwardi ng tabl es upon the occurrence of a failure in connectivity to
an Ethernet segnment. This is done by having each PE advertise a set
of one or nore Ethernet A-D per ES routes for each locally attached
Et hernet segnment (refer to Section 8.2.1 below for details on how
these routes are constructed). A PE may need to advertise nore than
one Ethernet A-D per ES route for a given ES because the ES nmay be in
a multiplicity of EVIs and the RTs for all of these EVIs may not fit
into a single route. Advertising a set of Ethernet A-D per ES routes
for the ES allows each route to contain a subset of the conplete set
of RTs. Each Ethernet A-D per ES route is differentiated fromthe
other routes in the set by a different Route Distinguisher (RD)

Upon a failure in connectivity to the attached segnent, the PE

wi t hdraws the corresponding set of Ethernet A-D per ES routes. This
triggers all PEs that receive the withdrawal to update their next-hop
adj acencies for all MAC addresses associated with the Ethernet
segnment in question. If no other PE had advertised an Ethernet A-D
route for the sanme segnent, then the PE that received the wthdrawal
simply invalidates the MAC entries for that segnent. Oherw se, the
PE updates its next-hop adjacencies accordingly.
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8.2.1. Constructing Ethernet A-D per Ethernet Segnent Route

This section describes the procedures used to construct the Ethernet
A-D per ES route, which is used for fast convergence (as discussed
above) and for advertising the ESI |abel used for split-horizon
filtering (as discussed in Section 8.3). Support of this route is
REQUI RED.

The Route Distinguisher (RD) MUST be a Type 1 RD [ RFC4364]. The
value field conprises an | P address of the PE (typically, the
| oopback address) foll owed by a number unique to the PE

The Ethernet Segnent Identifier MJUST be a 10-octet entity as
described in Section 5 ("Ethernet Segnment"). The Ethernet A-D route
i s not needed when the Segment Identifier is set to O (e.g., single-
honed scenari 0s).

The Ethernet Tag I D MJUST be set to MAX-ET
The MPLS label in the NLRI MJST be set to O.

The ESI Label extended community MJST be included in the route. |If
Al'l - Active redundancy node is desired, then the "Single-Active" bit
in the flags of the ESI Label extended community MJST be set to 0 and
the MPLS | abel in that Extended Comunity MJUST be set to a valid MPLS
| abel value. The MPLS label in this Extended Conmunity is referred
to as the ESI |abel and MJUST have the sanme val ue in each Ethernet A-D
per ES route advertised for the ES. This |abel MJST be a downstream
assigned MPLS |abel if the advertising PE is using ingress
replication for receiving nulticast, broadcast, or unknown uni cast
traffic fromother PEs. |f the advertising PE is using P2MP MPLS
LSPs for sending nulticast, broadcast, or unknown unicast traffic,
then this | abel MJST be an upstream assigned MPLS | abel. The usage
of this label is described in Section 8.3.

If Single-Active redundancy node is desired, then the "Single-Active"
bit in the flags of the ESI Label extended comunity MJST be set to 1
and the ESI |abel SHOULD be set to a valid MPLS | abel val ue.

8.2.1.1. Ethernet A-D Route Targets
Each Ethernet A-D per ES route MJUST carry one or nore Route Target
(RT) attributes. The set of Ethernet A-D routes per ES MJST carry

the entire set of RTs for all the EVPN i nstances to which the
Et her net segnent bel ongs.
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8.3. Split Horizon

Consider a CE that is nultihonmed to two or nore PEs on an Ethernet
segment ES1 operating in All-Active redundancy node. |If the CE sends
a broadcast, unknown unicast, or multicast (BUM packet to one of the
non- Desi gnat ed Forwarder (non-DF) PEs, say PE1l, then PEl will forward
that packet to all or a subset of the other PEs in that EVPN

i nstance, including the DF PE for that Ethernet segnent. |In this
case, the DF PE to which the CE is nultihoned MJST drop the packet
and not forward back to the CE. This filtering is referred to as
"split-horizon filtering" in this docunent.

When a set of PEs are operating in Single-Active redundancy node, the
use of this split-horizon filtering nmechanismis highly reconmended
because it prevents transient loops at the tinme of failure or
recovery that would i npact the Ethernet segment -- e.g., when two PEs
think that both are DFs for that segnent before the DF el ection
procedure settles down.

In order to achieve this split-horizon function, every BUM packet
originating froma non-DF PE is encapsulated with an MPLS | abel that
identifies the Ethernet segment of origin (i.e., the segnent from
which the frane entered the EVPN network). This label is referred to
as the ESI |abel and MJUST be distributed by all PEs when operating in
Al'l - Active redundancy node using a set of Ethernet A-D per ES routes,
per Section 8.2.1 above. The ESI |abel SHOULD be distributed by al
PEs when operating in Single-Active redundancy node using a set of

Et hernet A-D per ES routes. These routes are inported by the PEs
connected to the Ethernet segnment and al so by the PEs that have at

| east one EVPN instance in common with the Ethernet segnent in the
route. As described in Section 8.1.1, the route MIST carry an ESI
Label extended conmunity with a valid ESI |abel. The disposition PE
relies on the value of the ESI |abel to deternine whether or not a
BUMframe is allowed to egress a specific Ethernet segnent.

8.3.1. ESI Label Assignnent

The followi ng subsections describe the assignnent procedures for the
ESI | abel, which differ depending on the type of tunnels being used
to deliver nulti-destination packets in the EVPN network

8.3.1.1. Ingress Replication

Each PE that operates in Al-Active or Single-Active redundancy node
and that uses ingress replication to receive BUMtraffic advertises a
downstream assi gned ESI |abel in the set of Ethernet A-D per ES
routes for its attached ES. This | abel MJST be programmed in the

pl atform | abel space by the advertising PE, and the forwarding entry
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for this label nust result in NOT forwardi ng packets received with
this label onto the Ethernet segnent for which the | abel was
di stri but ed.

The rules for the inclusion of the ESI |abel in a BUM packet by the
i ngress PE operating in Al-Active redundancy node are as foll ows:

- A non-DF ingress PE MIST include the ESI |abel distributed by the
DF egress PE in the copy of a BUM packet sent to it.

- An ingress PE (DF or non-DF) SHOULD include the ESI | abel
di stributed by each non-DF egress PE in the copy of a BUM packet
sent to it.

The rule for the inclusion of the ESI |abel in a BUM packet by the
i ngress PE operating in Single-Active redundancy node is as follows:

- An ingress DF PE SHOULD i nclude the ESI |abel distributed by the
egress PE in the copy of a BUM packet sent to it.

In both All-Active and Singl e-Active redundancy node, an ingress PE
MUST NOT include an ESI |abel in the copy of a BUM packet sent to an
egress PE that is not attached to the ES t hrough which the BUM packet
entered the EVI

As an exanpl e, consider PE1 and PE2, which are multihonmed to CE1 on
ES1 and operating in All-Active nultihom ng node. Further, consider
that PE1 is using P2P or MP2P LSPs to send packets to PE2. Consi der
that PE1 is the non-DF for VLAN1 and PE2 is the DF for VLANL, and PEl
recei ves a BUM packet from CE1 on VLANL on ES1. 1In this scenario,
PE2 distributes an Inclusive Miulticast Ethernet Tag route for VLANL
corresponding to an EVPN i nstance. So, when PEl1 sends a BUM packet
that it receives fromCEl, it MJST first push onto the MPLS | abe
stack the ESI |abel that PE2 has distributed for ES1. It MJIST then
push onto the MPLS | abel stack the MPLS | abel distributed by PE2 in
the Inclusive Miulticast Ethernet Tag route for VLANL. The resulting
packet is further encapsulated in the P2P or MP2P LSP | abel stack
required to transmt the packet to PE2. \Wen PE2 receives this
packet, it determnes, fromthe top MPLS | abel, the set of ESIs to
which it will replicate the packet after any P2P or MP2P LSP | abel s
have been renoved. |If the next label is the ESI |abel assigned by
PE2 for ES1, then PE2 MJUST NOT forward the packet onto ES1. |If the
next | abel is an ESI |abel that has not been assigned by PE2, then
PE2 MJUST drop the packet. It should be noted that in this scenario,
if PE2 receives a BUM packet for VLANL from CE1, then it SHOULD
encapsul ate the packet with an ESI | abel received from PEL when
sending it to PE1l in order to avoid any transient |oops during a
failure scenario that would inpact ES1 (e.g., port or link failure).
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8.3.1.2. P2MP MPLS LSPs

The non-DF PEs that operate in All-Active redundancy node and t hat
use P2MP LSPs to send BUMtraffic adverti se an upstream assi gned ESI

| abel in the set of Ethernet A-D per ES routes for their comon
attached ES. This label is upstream assigned by the PE that
advertises the route. This |abel MJST be programed by the other PEs
that are connected to the ESI advertised in the route, in the context
| abel space for the advertising PE. Further, the forwarding entry
for this label must result in NOT forwardi ng packets received with
this label onto the Ethernet segnent for which the | abel was
distributed. This |label MJST al so be progranmed by the ot her PEs
that inport the route but are not connected to the ESI advertised in
the route, in the context |abel space for the advertising PE

Further, the forwarding entry for this |abel nust be a | abel pop with
no ot her associated action

The DF PE that operates in Single-Active redundancy node and t hat
uses P2MP LSPs to send BUMtraffic should adverti se an upstream
assigned ESI label in the set of Ethernet A-D per ES routes for its
attached ES, just as described in the previous paragraph.

As an exanpl e, consider PE1 and PE2, which are multihomed to CE1 on
ES1 and operating in All-Active nultihom ng node. Al so, consider
that PE3 bel ongs to one of the EVPN i nstances of ES1. Further
assume that PEl, which is the non-DF, is using P2MP MPLS LSPs to send
BUM packets. Wen PEl sends a BUM packet that it receives from CEl
it MUST first push onto the MPLS | abel stack the ESI |abel that it
has assigned for the ESI on which the packet was received. The
resulting packet is further encapsulated in the P2MP MPLS | abel stack
necessary to transnit the packet to the other PEs. Penultinate hop
poppi ng MJUST be di sabl ed on the P2MP LSPs used in the MPLS transport
infrastructure for EVPN. Wen PE2 receives this packet, it

decapsul ates the top MPLS | abel and forwards the packet using the
context |abel space deternmined by the top label. |If the next |abe
is the ESI |abel assigned by PEl to ES1, then PE2 MJUST NOT forward
the packet onto ES1. Wen PE