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Abstract

This document describes the command/response protocol currently used in the management of
Uninterruptible Power Supply (UPS) units and other power devices often deployed in small offices
and in IT installations subject to an erratic public power supply. The UPS units typically interface
to an Attachment Daemon in the system they protect. This daemon is in turn polled by a
Management Daemon that notifies users and system administrators of power supply incidents
and automates system shutdown decisions. The commands and responses described by this
document are exchanged between the UPS Attachment Daemon and the Management Daemon.
The practice current when this protocol was first developed risks weak security, and this is
addressed in the Security Considerations sections of this document.
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1. Introduction

1.1. Current Practice

This document describes UPS management techniques and current UPS management practice
published by the Network UPS Tools (NUT) Project. The document is based on version 2.8.0 of the
NUT Project software, which supports version 1.3 of the NUT protocol.

Since May 2002, the protocol described by this document has been operating on IANA port 3493/
TCP (nut).
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1.1.1. NUT Project

The primary goal of the Network UPS Tools (NUT) Project software [NUT] is to provide support for
power devices, such as UPSs. The project has been in operation since 1998, with a major rework in
2003. It operates through a user mailing list [nut-upsuser], a developer mailing list [nut-upsdev], a
website [NUT], and a GitHub repository [nut-repository]. See [githist] and Appendix ] of [History]
for a history of the project.

1.1.2. The Shutdown Story

The Shutdown Story section (see Appendix B) describes the current UPS management practice for
performing a managed shutdown of unattended infrastructure after an unscheduled failure of
the public power supply in order to minimize the risk of corruption to data processed by this
infrastructure.

1.1.3. How to Read this Document

As a simplification to ease reading, the term "UPS" is used when "Managed Power Device" would
be more complete. The reader should understand the simple "UPS" to include other managed
power devices.

The statuses and events appearing in this document are named with short text-form names, some
of which are abbreviations. A full list of the statuses can be found in Section 5.1, while the events
are listed in Section 5.2.

This document refers to the "public power supply". Other texts frequently refer to "utility power",
"input source power", or even "wall power".

1.2. Additional Information

Additional information about the NUT Project is available in the project documentation
[Documentation]. Requests for further information about this protocol and related technical
matters may be addressed to the mailing list [nut-upsuser] of the NUT Project.

1.3. Requirements Language

The key words "MUST", "MUST NOT", "REQUIRED", "SHALL", "SHALL NOT", "SHOULD", "SHOULD NOT",
"RECOMMENDED", "NOT RECOMMENDED", "MAY", and "OPTIONAL" in this document are to be
interpreted as described in BCP 14 [RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here.

2. Terminology

The following technical terms appear in this document. They are listed in alphabetical order.

Price Informational Page 6



RFC9271 UPS Management Protocol August 2022

2.1. Administrative User

In current practice, the commands and other functions offered by the Attachment Daemon are
made available to a set of users known as Management Daemons. These Management Daemons
authenticate to the Attachment Daemon with basic credentials (username and password).
Although called "users", the administrative users are not system users; they are specific to an
Attachment Daemon and are listed in a text file (currently upsd. users) that is read by the
Attachment Daemon and that assigns to each of them the password, Instant Commands, and
actions that are allowed, together with the Primary or Secondary status of the Management
Daemon. For details, see Appendix E.1. For details of the Primary, see Section 2.7; for details of the
Secondary, see Section 2.8. Typically, a high-level user will be able to send command FSD, but a
low-level user might only be allowed to access the test panel. The security provisions for
administrative users are discussed in Appendix E.

2.2. Attachment Daemon

The Attachment Daemon retrieves the status from the UPS and sends commands to it often
through a Driver specific to the hardware model and the connection medium, e.g., USB, serial. See
Section 2.3.It maintains an abstracted view of the hardware through the use of hardware
statuses. See Section 2.10. A Management Daemon may consult the abstracted view using the
commands described in this document.

See Section 8.2 for details of the recommended minimum support of variables, which calls for
Attachment Daemon support of statuses OB, OL, LB, and FSD.

The NUT Project has implemented an Attachment Daemon as program upsd and a set of
hardware-specific Drivers, all written in K&R C [C2ndEd]. The Attachment Daemon is launched as
system user "root" but for better security; then, it drops the privilege to run as a detached software
service.

2.3. Driver

A Driver is that part of an Attachment Daemon that is specific to the UPS hardware, the
connection medium, and the connection protocol, e.g., USB, serial. In current practice, the
Attachment Daemon has a Driver for each hardware interface type it supports. Although this
document considers the Driver to be part of the Attachment Daemon, current practice is to see it
as a separate software unit running as a daemon "in front of" the Attachment Daemon. The
protocol for data exchange between the Driver and the Attachment Daemon is outside the scope
of this document.

2.4. Event

AUPS event occurs in the Management Daemon when a change in the UPS status is received
from the Attachment Daemon. This event is internal to the Management Daemon. See Section 5.2.
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2.5. Instant Command

An Instant Command is a command that, when sent to the Attachment Daemon, is passed to the
Driver and sent to the hardware without any configured delay to perform a function. For
example, INSTCMD su700 test.panel.start.See Section 4.2.6.

2.6. Management Daemon

The Management Daemon is primarily responsible for managing the hardware and
orchestrating system-wide actions after a power event. Using commands sent to the Attachment
Daemon, it follows the status of the UPS and determines when UPS events occur. It takes
decisions based on the events, such as calling for a system shutdown. See Appendix B. Although
the term includes the word "Daemon’, nothing requires that it be implemented as a detached
software service. The Management Daemon may also provide administrative functions, such as a
graphic interface to view the hardware activity.

There are several examples of a Management Daemon: the NUT Project provides upsmon, which
takes the system shutdown decision when the public power supply fails. Further configuration
options, such as timers, are provided by the helper program upssched.

Other programs represent the Management Daemon:

* upsc reports the values of the variables defined for a given UPS; see Table 6.

* upsrwreports on and changes the values of the readable and writable configuration
variables defined for a given UPS; see Appendix A.2.

* upscmd reports on and executes the instant action commands defined for a given UPS; see
Section 4.2.6.

* UPSmon . py is an experimental Python3 rewrite of upsmon and upssched that includes
support for TLS 1.3 [RFC8446].

2.7. Primary

When a power device, such as a UPS unit, supplies power to more than one system, the computer
running the Driver is known as the Primary. The others are Secondaries. See Figure 4. Common
current practice for system administrators is to consider the Management Daemon in the
Primary to be the Primary Management Daemon that is in charge of the shutdown of all the
systems powered by the UPS. The Primary Management Daemon sets status symbol FSD to order
the Secondaries to shut down.

Note: Historically, the Primary was known as the "Master".
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2.8. Secondary

When a hardware device, such as a UPS unit, supplies power to more than one system, the system
that communicates directly with the UPS unit, e.g., using a USB, RS-232, or a network connection,
is known as the Primary. The others are Secondaries. There is no Attachment Daemon in a
Secondary. See Figure 4. Common current practice for system administrators is to consider the
Management Daemon in a Secondary to be a Secondary Management Daemon that understands
status symbol FSD as an order to shut down.

Note: Historically, the Secondary was known as the "Slave".

2.9. Session

The Management Daemon may initiate a TCP session with a specified device, such as a UPS
known to the Attachment Daemon. The session structure provides for audit and security, as well
as access to mission-critical UPS functions. For example, good practice requires password
protection for an Instant Command that turns off a UPS outlet. Other than the commands and
responses used, the details of session management are outside the scope of this document.

2.10. UPS Status

The status of a hardware device, such as a UPS unit, is a symbolic description of the state of the
unit. It consists of a space-separated list of symbols from the set {ALARM BOOST BYPASS CAL CHRG
COMM DISCHRG FSD LB NOCOMM OB OFF OL OVER RB TEST TRIM}. The symbols TICK and TOCK are
experimental additions to the statuses and are not in common current practice. See Section 5.1,
which specifies each of these symbols.

See Section 8.2 for details of the recommended minimum support of status symbols 0B, OL, LB,
and FSD.

2.11. UPS Variable

The metrics and identifiers provided by each UPS are represented by variables giving the value
representing that metric or identifier. The UPS variable is an abstraction of the UPS hardware
configuration and activity maintained by the Attachment Daemon. See Appendix A, which
provides examples of variables. For example, the variable battery.charge contains the current
charge of the UPS battery as a percentage value.

Note: Some variables are constants, e.g., battery type and manufacturer.

See Section 8.2 for details of the recommended minimum support of variables. A full list of
possible variables is available in source code file docs/nut-names.txt [gitvars], which serves as the
Recording Document.
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3. Protocol Overview

Figure 1 shows a reference configuration in which the command/response protocol applies. The
UPS shown is representative of all managed power devices.

"The client”
, m=——- , ] UPS ] <-Commands ] UPS |
| UPS |---| Attachment |--------------- | Management |
| | === Daemon | Responses-> | Daemon
R \ . b . ;
UPS Attachment UPS Management
System Network System

Figure 1: Reference Configuration

The reference configuration in Figure 1 shows a single UPS unit that has a power supply link (===
and a data link (---) attached to a system running an Attachment Daemon. The UPS provides
power supply protection to the system running the Attachment Daemon.

In practice, there may be more than one UPS unit, and a unit may provide power protection to
more than one system. The figure also shows a single Management Daemon. In practice, there
may be more than one Management Daemon, and any one Management Daemon may manage
more than one UPS Attachment Daemon.

The protocol applies to connections between the Attachment Daemon and the Management
Daemon, which act as the server and client, respectively. The Management Daemon sends
commands over TCP to the Attachment Daemon and receives responses over TCP from that
daemon.

The two daemons may run in the same system or may be connected through a local or wide area
network. In simple cases, as shown in Figure 2, the Attachment Daemon and the Management
Daemon are in the same system, the one protected by the UPS. The commands and responses are
exchanged through an internalloopback interface.

"The client”
,————- , | UPS <-Commands UPS |
| UPS |---] Attachment | Management |
| | === Daemon Responses-> Daemon |
[[e==== \ e e L L looooosooorososssoosoe '
Internal
Loopback

UPS Attachment and Management System
Figure 2: Simplified Single-System Configuration
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The reference configuration does not require any specific design. For example, Figure 3 shows an
arrangement in which the Attachment Daemon is closely associated with, or even included in, the
UPS system setup. This is becoming more prevalent with the availability of low-cost processors
able to run the Attachment Daemon, thereby effectively creating a network-attached UPS
running a published protocol.

"The client”
] ] UPS ] <-Commands ] UPS |
| UPS - Attachment |-------—-—-—-—----- | Management |
| | Daemon | Responses-> | Daemon |
A . \ . '
UPS Attachment UPS Management
System Network System

Figure 3: UPS and Attachment Daemon Integration

As the power requirements for processors decrease, it is becoming increasingly common to use a
single UPS to protect multiple systems, as shown in Figure 4. However, there is only one data line
(---) from the UPS to the Primary system. The others have only power connections (===) to the
UPS and are known as Secondaries. A Secondary does not run an Attachment Daemon; it
connects over a network to the Attachment Daemon in the Primary. Figure 4 shows the
Attachment Daemon and the Primary Management Daemon in the same system. This is
common practice, but it is not a technical requirement.

"The client"

| UPS <-Commands Primary |
---|1 Attachment | Management | Primary
| Daemon Responses-> Daemon |

'|
|
I
UPS | A
|
I

| Secondary |
| Management | Secondary
| Daemon |

Figure 4: UPS Protects Multiple Systems

Note: Should the Primary fail or go offline, the fate of the Secondaries depends on the
UPS status when the Primary failed. If the UPS had status OL, the Secondary

continues operation, but if the UPS had status 0B, the Secondary may choose to shut
down as a precaution.
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4. Protocol Specification

This specification includes only the commands and their responses. An implementation of the
Attachment Daemon has an internal state machine, and some complex implementations of the
Management Daemon include an internal state machine, for example, to assist the system
shutdown of a complex installation. The Management Daemon is required to remember the
previous ups.status value it received from the Attachment Daemon and compare it with the
next. Other than that, the management protocol used between them is effectively stateless.

For example, see Section 5.2, which shows a map of the new ups. status response and the
previous ups.status response to an event, which is taken as the basis for Management Daemon
action.

4.1. Notation Used in this Specification

The character set used for commands and responses is US-ASCII; see [RFC0020].

Multi-word elements are contained between quotation mark characters for easier parsing, e.g.,
"UPS on fire". Embedded quotation marks are escaped with reverse slant (\), often known as
backslashes. Embedded backslashes are also escaped by representing them as\\.

Commands and responses have no leading or trailing blank space and are terminated with a
single new line character line feed (LF).

Blank space within commands and responses is reduced to one space (SP).

4.2. Commands

The commands address the UPS to which they apply by <upsname>, where
* <upsname> ::=<ups>[@<hostname>[ :<port>]]
* <ups> is defined by the Attachment Daemon configuration files.

* The default <hostname> is localhost.

* The <port> is the number of the TCP port on which the Attachment Daemon is listening. The
default is 3493. This is supported by all current Management Daemons.

Examples: myups, UPS-97B@bigserver.example.com
ABNF: See variable upsname in Figure 5.

Note: Experimental Management Daemons use an extended form of <upsname> in configuration
files and in program parameters, where:

e <upsname> ::= [<group>:]<ups>[@<hostname>[ :<port>]]

* <group> is an experimental extension to provide for groups of UPSs. It is not in common
current practice.
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* <ups> is defined by the Attachment Daemon configuration files.
» The default <hostname> is localhost.

Examples: ups-1@example.com:3493,HB:heartbeat1@example.com:3493

Implementation note: In the current implementation, the names of commands and
subcommands are not case sensitive. For example, GET VAR may be written as Get
var, but in this specification, they are always written in uppercase. Similarly,
<upsname> and <varname> are not case sensitive. For example, UPS341 ups.id
may be written as ups341 Ups.Id,butin this specification, <varname> is always
written in lower case.

4.2.1. ATTACH

In a configuration like the one shown in Figure 4, in which a UPS protects more than one system,
the Primary Management Daemon needs to know how many Secondaries are currently active,
i.e.,, powered by the UPS, either from the public power supply or from battery power. The
Attachment Daemon supports this by keeping a count of all the active systems powered by a UPS.
The count is initialized, one Secondary at a time by the ATTACH command, which should be
understood as count this Secondary as active. ATTACH is one of three commands for Secondary
counting. Additionally, command DETACH decrements the count,and a Management Daemon
may read the count at any time using the command NUMATTACH.

The ATTACH command is also sent to the Attachment Daemon for the Primary, so during normal,
fully protected operation, the count is 1 for the Primary + the number of Secondaries. During a full
system shutdown, the count drops as each Secondary Management Daemon executes command
DETACH during its own shutdown. When the count drops to 1, only the Primary is active, and it
knows that all the Secondaries have shut down.

Command: ATTACH <upsname>
If the command succeeds, the response is OK; otherwise, see the error responses in Section 4.3.2.

ABNF: See variable attach in Figure 5.

Note: Historically, this command was known as LOGIN. However, because LOGIN was
not the conventional user access to a shell or program, the name was changed to
avoid confusion.

4.2.2. DETACH

This companion command to ATTACH reduces the count of "active" Secondaries. It should be
understood as this Secondary is no longer active and is usually used during system shutdown to
decrement a count of how many Secondaries are still active.

Command: DETACH
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If the command succeeds, the response is 0K Goodbye; otherwise, see the error responses in
Section 4.3.2.

ABNF: See variable detach in Figure 5.

Note: Historically, this command was known as LOGOUT.

4.2.3. FSD

AManagement Daemon that is Primary and has the required authority uses this command to set
status symbol FSD, meaning "Forced Shutdown", in the Attachment Daemon. In current practice,
the Primary Management Daemon uses the symbol to tell the Secondaries to shut down.

Command: FSD <upsname>

If the command succeeds, the response is OK FSD-SET; otherwise, see the error responses in
Section 4.3.2.

ABNF: See variable fsd in Figure 5.

In current practice, commands such as FSD are made available only to a privileged
administrative user authorized to send such a mission-critical command. The security provisions
for administrative users are discussed in Appendix E.

Note: The symbol FSD is also used for an event. See Table 5.

4.2.4. GET

Retrieve a single response from the Attachment Daemon.
ABNF: See variable get in Figure 5.

The possible subcommands are listed in the sections below.

4.2.4.1. GET CMDDESC
Retrieve a text description of a command.

Command: GET CMDDESC <upsname> <cmdname>
Response: CMDDESC <upsname> <cmdname> "<description>"

For example: command GET CMDDESC su700 load.on andresponse CMDDESC su700 load.on
"Turn on the load immediately"

This islike GET DESC, but it applies to an Instant Command. See Section 4.2.4.2.

4.2.4.2. GET DESC
Retrieve a text description of a UPS variable. See Section 2.11.

Command: GET DESC <upsname> <varname>
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Response: DESC <upsname> <varname> "<description>"

<description> is a string that gives a brief explanation of the named variable. The Attachment
Daemon MAY return "Unavailable" if the file that provides this description is not installed.

For example: command GET DESC su700 ups.statusandresponse DESC su700 ups.status
"UPS status"

4.2.4.3. GET NUMATTACH

Retrieve the count kept by the Attachment Daemon of all the active systems protected by this
UPS.

Command: GET NUMATTACH <upsname>

Response: NUMATTACH <upsname> <value>

<value>is a count of the Primary and the number of Secondaries currently powered by this UPS.
For example: command GET ATTACH su700 andresponse NUMATTACH su760 1

This information is needed by the Management Daemon to determine how many Secondaries
are still connected during the system shutdown process.

Note: Historically, this subcommand was known as NUMLOGINS. Since LOGIN was not
the conventional user access to a shell or program, the name was changed to avoid
confusion.

4.2.4.4. GET TYPE
Retrieve the type of a UPS variable. See Section 2.11.

Command: GET TYPE <upsname> <varname>
Response: TYPE <upsname> <varname> <type>...
<type>... can be one or more of the following tokens. Multiple types may be returned.

For example: command GET TYPE su700 input.transfer.lowandresponse TYPE su700
input.transfer.low ENUM

Type Meaning

RW This is a read/write variable. It may be read with command GET VAR (see Section
4.2.4.6) and set to a different value with command SET (see Section 4.2.11).

ENUM This is an enumerated type, which supports specific predetermined values.

STRING:n This is a string of maximum length n.
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Type Meaning

RANGE This is a number, either integer or float, comprised in the range that may be seen
with the command LIST RANGE (see Section 4.2.7.4).

NUMBER Thisis a single numeric value, either integer or float.
Table 1: Variable Types

Notes:

* ENUM, STRING:n, and RANGE are usually associated with RW but not always. The default
<type>, when omitted, is numeric, so either integer or float. Each Driver is then responsible for
handling values as either integer or float.

e Current practice is to represent floating point values using a decimal (base 10) English-based
representation. Hexadecimals, exponents, and commas used as separators for thousands are
not allowed. For example, "1200.20" is valid, while "1,200.20" and "1200,20" are not valid.

4.2.4.5. GET UPSDESC
Retrieve a text description of a UPS.

Command: GET UPSDESC <upsname>
Response: UPSDESC <upsname> "<description>"

<description> is defined by the Attachment Daemon configuration. If it is not set, current practice
is for the Attachment Daemon to return "Unavailable".

For example: command GET UPSDESC su700 and response UPSDESC su700 "Development
box"

This can be used to provide human-readable descriptions, instead of a cryptic ups@hostname
string.

4.2.4.6. GET VAR
Retrieve the value of a UPS variable. See Section 2.11.

Command: GET VAR <upsname> <varname>
Response: VAR <upsname> <varname> "<value>"

For example: command GET VAR su700 ups.statusandresponse VAR su700 ups.status
"0B LB"

4.2.5. HELP

Return a list of the commands supported by the Attachment Daemon. This command is intended
for human, as well as program, use.
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Command: HELP

For example: the following command line sequence executed on an Attachment Daemon

netcat localhost 3493

HELP

Commands: HELP VER GET LIST SET INSTCMD ATTACH DETACH
USERNAME PASSWORD STARTTLS

ABNF: See variable help in Figure 5.

Note: Historically, this command also returned LOGIN and LOGOUT. Because LOGIN
was not the conventional user access to a shell or program, the command names
were changed to ATTACH and DETACH to avoid confusion.

4.2.6. INSTCMD

Send an Instant Command to the UPS.
Command: INSTCMD <upsname> <cmdname>

<upsname> is the name of the UPS, and <cmdname> is the Instant Command to be issued to that
UPS. See Appendix A.3 for examples of Instant Commands.

If the command succeeds, the response is OK; otherwise, see the error responses in Section 4.3.2.
For example: command INSTCMD su700 test.panel.start andresponse OK
ABNF: See variable instcmd in Figure 5.

4.2.7. LIST

All the LIST commands produce a response with a common format. The response begins with
BEGIN LIST and then repeats the initial query. A list then follows, with as many lines as are
necessary. The response ends with END LIST, followed by the initial query.

The formatting may seem a bit redundant, but it makes a different form of client possible. A client
can send a LIST command and then wait for the response. When it arrives, the Management
Daemon doesn't need a complicated state machine to remember which list is which.

Note: The current NUT Project implementation of the Attachment Daemon, upsd, sends back the
response to the LIST command as a sequence of messages. The Management Daemon should
continue reading these messages until it receives the line beginning END LIST.

ABNF: See the variable 1ist in Figure 5.

The possible subcommands are listed in the sections below.
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4.2.7.1. LIST CLIENT

The command calls for the Attachment Daemon to report all the current Management Daemon
clients of a given UPS.

Command: LIST CLIENT <upsname>

Response:
BEGIN LIST CLIENT <upsname>
CLIENT <upsname> <client_IP_address>

END LIST CLIENT <upsname>
For example: command LIST CLIENT ups1andresponse

BEGIN LIST CLIENT ups1
CLIENT ups1 ::1

CLIENT ups1 203.0.113.1
END LIST CLIENT ups1

4.2.7.2. LIST CMD

The command calls for the Attachment Daemon to report a list of the Instant Commands that the
Management Daemon may send to the Attachment Daemon. This Instant Command list is the
abstracted view of the UPS hardware capabilities. An economical UPS will support few or no
Instant Commands, but a professional model should support more.

Command: LIST CMD <upsname>

Response:

BEGIN LIST CMD <upsname>
CMD <upsname> <cmdname>

END LIST CMD <upsname>

<upsname> is the name of the UPS, and <cmdname> is the name of the Instant Command that may
be issued to the UPS.

For example: command LIST CMD su700 and response

BEGIN LIST CMD su760@
CMD su700 load.on
CMD su700 test.panel.start

END LIST CMD su760
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4.2.7.3. LIST ENUM

The command calls for the Attachment Daemon to report the set of possible values of a UPS
variable that has predetermined values.

Command: LIST ENUM <upsname> <varname>

Response:
BEGIN LIST ENUM <upsname> <varname>
ENUM <upsname> <varname> "<value>"
éNb LIST ENUM <upsname> <varname>
<upsname> is the name of the UPS, <varname> is the UPS variable, and <value> is one of the

possible values of that UPS variable. Note that, in current practice, the output is an unordered list.
Also note that the quotation marks are part of the response.

For example: command LIST ENUM su700 input.transfer.lowandresponse

BEGIN LIST ENUM su706 input.transfer.low
ENUM su700 input.transfer.low "103"
ENUM su700 input.transfer.low "100"

END LIST ENUM su700 input.transfer.low

4.2.7.4. LIST RANGE

The command calls for the Attachment Daemon to report the interval in which valid values of
UPS variable lie.

Command: LIST RANGE <upsname> <varname>

Response:

BEGIN LIST RANGE <upsname> <varname>
RANGE <upsname> <varname> "<min>" "<max>"

éNb LIST RANGE <upsname> <varname>

<upsname> is the name of the UPS, <varname> is the UPS variable, and {<min>,<max>} is the
interval of valid values of that UPS variable. Note that the quotation marks are part of the
response.

For example: command LIST RANGE su700 input.transfer.lowandresponse
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BEGIN LIST RANGE su7@0 input.transfer.low
RANGE su7600 input.transfer.low "90" "185"
END LIST RANGE su700 input.transfer.low

4.2.7.5. LIST RW

The command calls for the Attachment Daemon to report a list of the UPS variables associated
with a given UPS that may be read and written by the Management Daemon. These variables are
the abstracted view of the UPS hardware capabilities. An economical UPS may support few
variables, but a professional model should support at least the variables that are needed for an
automatic shutdown and restart; see Appendix B. Also, see Section 8.2 for details of the
recommended minimum support of variables. A full list of variables is available in source code
file docs/nut-names.txt [gitvars], which serves as the Recording Document.

Command: LIST RW <upsname>
Response:
BEGIN LIST RW <upsname>
RW <upsname> <varname> "<value>"
éNb LIST RW <upsname>
<upsname> is the name of the UPS, <varname> is the UPS variable, and <value> is the value of
that UPS variable. Note that the quotation marks are part of the response.

For example: command LIST RW su700 and response

BEGIN LIST RW su760
RW su700 output.voltage.nominal "115"
RW su700 ups.delay.shutdown "020"

END LIST RW su708@

4.2.7.6. LIST UPS

The command calls for the Attachment Daemon to report a list of the UPS units to which it is
attached.

Command: LIST UPS

Response:
BEGIN LIST UPS
UPS <upsname> "<description>"

END LIST UPS
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<upsname> is the name of a UPS, and <description> is the description maintained by the
Attachment Daemon, if available. It is set to "Unavailable" otherwise. Note that the quotation
marks are part of the response.

This command can also be used to determine what values of <upsname> are valid before calling
other functions on the server. This is also a good way to handle situations where a single
Attachment Daemon supports multiple UPSs. It is also useful for clients that perform a UPS
discovery process.

For example: response

BEGIN LIST UPS
UPS su700 "Development box"
END LIST UPS

4.2.7.7. LIST VAR

The command calls for the Attachment Daemon to report a list of all the UPS variables that it
maintains for a given UPS and the values of those UPS variables.

Command: LIST VAR <upsname>

Response:

BEGIN LIST VAR <upsname>

VAR <upsname> <varname> "<value>"

éNb LIST VAR <upsname>
<upsname> is the name of the UPS, <varname> is the UPS variable, and <value> is the value of
that variable. Note that the quotation marks are part of the response.

The response to this command lists the UPS variables available for this UPS and their current
values.

For example: command LIST VAR su700 and response

BEGIN LIST VAR su700
VAR su700 ups.mfr "Example Mfg"
VAR su700 ups.mfr.date "10/17/96"

END LIST VAR su7@0

See Section 8.2 for details of the recommended minimum support of variables. A full list of
variables is available in source code file docs/nut-names.txt [gitvars], which serves as the
Recording Document.
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4.2.8. PASSWORD

This command is a companion to USERNAME and is used by a Management Daemon to specify the
password required to enter a session with the Attachment Daemon; see Section 2.9.

Command: PASSWORD <password>
If the command succeeds, the response is OK; otherwise, see the error responses in Section 4.3.2.

For examples of the use of commands USERNAME and PASSWORD by administrative users, see
Appendix E.2.

ABNF: See variable session-password in Figure 5.

4.2.9. PRIMARY

In current practice, the At