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Abst r act

Thi s docunent specifies a franework to enabl e configuration of
Session Initiation Protocol (SIP) user agents (UAs) in SIP

depl oynents. The framework provides a neans to deliver profile data
that user agents need to be functional, automatically and with
mnimal or no User and Adnministrative intervention. The framework
descri bes how SI P user agents can di scover sources, request profiles,
and receive notifications related to profile nodifications. As part
of this framework, a new SIP event package is defined for
notification of profile changes. The franework provides m ninmal data
retrieval options to ensure interoperability. The franework does not
i nclude specification of the profile data within its scope.

Status of This Meno
This is an Internet Standards Track docunent.

This docunent is a product of the Internet Engi neering Task Force
(IETF). It represents the consensus of the I ETF comunity. |t has
recei ved public review and has been approved for publication by the
I nternet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 5741.

I nformation about the current status of this docunent, any errata,

and how to provide feedback on it nmay be obtai ned at
http://ww. rfc-editor.org/info/rfc6080
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1

I ntroduction

SI P user agents require configuration data to function properly.
Exanpl es i nclude information specific to |ocal networks, devices, and
users. A configuration data set specific to an entity is terned a
profile. For exanple, device profile contains the configuration data
related to a device. The process of providing devices with one or
nore profiles is termed "profile delivery". ldeally, this profile
del i very process should be automatic and require mininmal or no user

i ntervention.

Many depl oynments of SIP user agents require dynam c configuration and
cannot rely on pre-configuration. This franework provi des a standard
means of providing dynanic configuration that sinplifies deploynments
contai ning SIP user agents frommultiple vendors. This franework

al so addresses change notifications when profiles change. However,
the framework does not define the content or format of the profile,

| eaving that to future standardization activities

Thi s docunent is organized as follows. The normative requirenents
are contained in Section 5 (framework operations) and Section 6 (the
event package definition). The rest of the docunent provides

i ntroductory and supporting explanations. Section 3 provides a high-
| evel overview of the abstract conponents, profiles, and the profile
delivery stages. Section 4 provides sone notivating use cases.
Section 7 follows with illustrative exanples of the framework in use.

Ter m nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMVENDED', "MAY", and "OPTIONAL" in this
document are to be interpreted as described in RFC 2119 [ RFC2119].

Thi s docunent al so reuses the SIP term nol ogy defined in [ RFC3261]
and [ RFC3265], and it specifies the usage of the follow ng terns.

Device: software or hardware entity containing one or nore SIP user
agents. It nmay also contain applications such as a DHCP client.

Device Provider: the entity responsible for managi ng a gi ven device.

Local Network Provider: the entity that controls the |ocal network
to which a given device is connected.

SIP Service Provider: the entity providing SIP services to users.
This can refer to private or public enterprises.
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Profile: ~configuration data set specific to an entity (e.g., user,
device, local network, or other).

Profile Type: a particular category of profile data (e.g., user,
device, local network, or other).

Profile Delivery Server (PDS): the source of a profile, it is the
| ogi cal collection of the Profile Notification Conponent (PNC) and
the Profile Content Conponent (PCC)

Profile Notification Conponent (PNC): the |ogical component of a
Profile Delivery Server that is responsible for enrolling devices
and providing profile notifications.

Profil e Content Conponent (PCC): the |ogical conmponent of a Profile
Delivery Server that is responsible for storing, providing access
to, and accepting profile content.

Profile Delivery Stages: the processes that |ead a device to obtain
profile data, and any subsequent changes, are collectively called
profile delivery stages.

Boot strappi ng: Bootstrapping is the process by which a new (or
factory reset) device, with no configuration or mniml "factory"
pre-configuration, enrolls with the PDS. The device nay use a
tenporary identity and credentials to authenticate itself to
enroll and receive profiles, which nay provide nore permanent
identities and credentials for future enrollnents.

3. Overview

Thi s section provides an overview of the configuration framework. It
presents the reference nodel, the notivation, the profile delivery
stages, and a mapping of the concepts to specific use cases. It is

meant to serve as a reference section for the docunent, rather than
providing a specific logical flow of material, and it may be
necessary to revisit these sections for a conpl ete appreciation of
t he frameworKk.

The SIP UA Profile Delivery Framework uses a conbination of SIP event
messages ( SUBSCRI BE and NOTI FY; [RFC3265]) and traditional file
retrieval protocols, such as HITP [ RFC2616], to discover, nonitor

and retrieve configuration profiles. The framework defines three
types of profiles (local-network, device, and user) in order to
separate aspects of the configuration that may be independently
managed by different adnministrative domains. The initial SUBSCRI BE
message for each profile allows the UA to describe itself (both its

i npl enentation and the identity requesting the profile), while
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requesting access to a profile by type, without prior know edge of
the profile nane or location. Discovery nmechanisns are specified to
hel p the UA formthe Subscription URI (the Request-URI for the SIP
SUBSCRIBE). The SIP User Agent Server (UAS) handling these
subscriptions is the Profile Delivery Server (PDS). When the PDS
accepts a subscription, it sends a NOTIFY to the device. The initial
NOTI FY fromthe PDS for each profile nmay contain profile data or a
reference to the location of the profile, to be retrieved using HTTP
or simlar file retrieval protocols. By maintaining a subscription
to each profile, the UAw Il receive additional NOTIFY nessages if
the profile is later changed. These may contain a new profile, a
reference to a new profile, or a description of profile changes,
dependi ng on the Content-Type [ RFC3261] in use by the subscription
The framework describes the mechani snms for obtaining three different
profile types, but does not describe the data nodel they utilize (the
data nodel is out of scope for this specification).

3.1. Reference Model

The design of the franmework was the result of a careful analysis to
identify the configuration needs of a wi de range of SIP depl oynents.
As such, the reference nodel provides for a great deal of
flexibility, while breaking down the interactions to their basic
forns, which can be reused in many different scenari os.

The reference nodel for the framework defines the interactions
between the Profile Delivery Server (PDS) and the device. The device
needs the profile data to function effectively in the network. The
PDS is responsible for responding to device requests and providing

the profile data. The reference nodel is illustrated in Figure 1
o e e e e e aa oo +
oo - + | Profile Delivery Server

| Device |< >| +---+ +-- -+ |
oo + | IPNC Nace
+---+ +---+ |
o e e e e e e e oo +

PNC = Profile Notification Conponent

PCC = Profil e Content Conponent
Fi gure 1: Franework Reference Model
The PDS is subdivided into two | ogical conponents:

o Profile Notification Conmponent (PNC), responsible for enrolling
devices for profiles and providing profile change notifications.
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o Profile Content Conponent (PCC), responsible for storing,
provi ding access to, and accepting nodifications related to
profile content.

3. 2. Moti vati on

The notivation for the framework can be denonstrated by applying the
reference nodel presented in Section 3.1 to two scenarios that are
representative of the two ends of a spectrumof potential SIP

depl oynent s.

In the sinplest depl oynent scenario, a device connects through a
network that is controlled by a single provider who provides the

| ocal network, nanages the devices, and offers services to the users.
The provider propagates profile data to the device that contains al
the necessary information to obtain services in the network
(including information related to the |ocal network and the users).
This is illustrated in Figure 2. An exanple is a sinple enterprise
networ k that supports SIP-based devices.

/| Local Network, \
| Device & Service
\ Provi der /

Fi gure 2: Sinple Deploynent Mde

In more conpl ex depl oyments, devices connect via a |ocal network that
is not controlled by the SIP service provider, such as devices that
connect via available public WFi hot spots. 1In such cases, |oca
networ k providers nmay wish to provide |ocal network infornmation such
as bandwi dth constraints to the devices.

Devi ces nmay al so be controlled by device providers that are

i ndependent of the SIP service provider who provides user services,
such as ki osks that allow users to access services fromrenote
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| ocations. In such cases, the profile data nay have to be obtai ned
fromdifferent profile sources: |ocal network provider, device
provider, and SIP service provider. This is indicated in Figure 3.

/ SIP \
| Service | -> Provides 'user’ profile
| Provider | data (e.g., services
\ / configuration)
| / \
| | Devi ce | -> Provides 'device profile
| | Provider | data (e.g., device specifics)
| \ /
| .........
| /
| I e
| / /  Local \
| / | Network
| | | Provider | -> Provides ’'l|ocal-network’ profile
| | \ / data (e.g., bandw dth)
| I
| | /
| | /
| |

( Local Network )

| Device | -> Needs the 'l ocal - network’
-------- and 'device' profile
/ \
/ \
| User Al | User B -> Users need 'user’ profiles

Fi gure 3: Conpl ex Depl oynent Mbdel

In either case, Providers need to deliver to the device, profile data
that is required to participate in their network. Exanples of
profile data include the list of codecs that can be used and the SIP
proxies to which to connect for services. Pre-configuration of such
information is one option if the device is always served by the sane
set of Providers. 1In all other cases, the profile delivery needs to
be aut omated and consi stent across Providers. G ven the presence of
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a nunber of large deploynents where pre-configuration is neither
desired nor optimal, there is a need for a comon configuration
framework such as the one described in this docunent.

Furt her, the forner depl oynent nodel can be acconplished by the
device obtaining profile data froma single provider. However, the

| atter deploynment nodel requires the device to obtain profile data
fromdifferent providers. To address either depl oynment or any
variation in between, one needs to allow for profile delivery via one
or nmore Providers. The framework acconplishes this by specifying
multiple profile types and a set of profile delivery stages to obtain
them These are introduced in the subsections to follow

3.3. Profile Types

The framework handl es the presence of potentially different Providers
by allowing for multiple profile types. dients request each profile
separately, and obtain themfromthe sane, or different, Providers.

A depl oynent can al so choose to pre-configure the device to request
only a subset of the specified profile types. The franework
specifies three basic profile types, as foll ows:

Local Network Profile: contains configuration data related to the
| ocal network to which a device is directly connected, provided by
the | ocal network provider

Device Profile: contains configuration data related to a specific
devi ce, provided by the device provider.

User Profile: <contains configuration data related to a specific
User, as required to reflect that user’s preferences and the
particul ar services to which it is subscribed. It is provided by
the SIP service provider

Additional profile types may al so be specified by future work within
the IETF. The data nodels associated with each profile type are
out of scope for this docunent.

3.4. Profile Delivery Stages

The framework specified in this docunent requires a device to
explicitly request profiles. It also requires one or nore PDSs,

whi ch provide the profile data. The processes that |lead a device to
obtain profile data, and any subsequent changes, can be explained in
three stages, termed the profile delivery stages.
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Profile Enrollment: the process by which a device requests, and if
successful, enrolls with a PDS capable of providing a profile. A
successful enrollment is indicated by a notification containing
the profile information (contents or content indirection
information). Depending on the request, this could also result in
a subscription to notification of profile changes.

Profile Content Retrieval: the process by which a device retrieves
profile contents, if the profile enrollnent resulted in content
indirection information

Profil e Change Notification: the process by which a device is
notified of any changes to an enrolled profile. This may provide
the device with nodified profile data or content indirection
i nformati on.

3.5. Supported Device Types

The exanples in this franework tend to associate devices with
entities that are accessible to end-users. However, this is not
necessarily the only type of device that can utilize the specified
framework. Devices can be entities such as SIP Phones or soft
clients, with or without user interfaces (that allow for device
configuration), entities in the network that do not directly

communi cate with any users (e.g., gateways, nedia servers, etc.) or
network infrastructure elenments (e.g., SIP servers). The framework
is extensible for use with such device types. However, it is to be
noted that some of these other device types (e.g., network el enents)
may al so be configurable using other nmechanisns. The use of this
framework in conjunction with other mechani snms (specified outside of
this docunent), is out of scope.

4. Use Cases

This section provides a small, non-conprehensive set of
representative use cases to further illustrate how this framework can
be utilized in SIP deploynents. The first use case is sinplistic in
nature, whereas the second is relatively conplex. The use cases
illustrate the effectiveness of the franework in either scenario.

For security considerations, please refer to Sections 5 and 9.

4.1. Sinple Deploynent Scenario
Description: Consider a deploynment scenario (e.g., a small private
enterprise) where a participating device inplenents this framework

and is configured, using previously obtained profile data, to request
only the device profile. Assune that the device operates in the sanme
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network as the PDS (i.e., there is no NAT) and it obtains its IP
configuration using DHCP. Typical comunication between the device
and the PDS will traverse one or nore SIP proxies, but is not

required, and is onmitted in this illustration

Figure 4 illustrates the sequence of events that includes device
start-up and a successful profile enrollnent for the device profile
that results in device profile data. It then illustrates how a

change in the profile data is delivered via Profile Change
Notification

Notification

oo e eeeo oo +
tomm - + | Provider’s Network
| Device | | |
| | | |
S + | DHCP PDS |
o e eeea oo +
| | |
(A |< DHCP >|
| |
| |
| _ |
(B) | <=========== Profile Enroll nent ::::::::::::>|
| | Profile data
| | is rodified
| |
(Q | <============ Profil e Change |
| |
| |
| |

Figure 4: Use Case 1
The following is an explanation of the interactions in Figure 4.

(A Upon initialization, the device obtains |IP configuration
paraneters such as an | P address usi ng DHCP

(B) The device requests profile enrollnent for the device profile.
Successful enrollnent provides it with a notification containing
the device profil e data.

(C Due to a nodification of the device profile, a profile change

notification is sent across to the device, along with the
nodi fied profile.
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4. 2.

Devi ces Supporting Multiple Users fromDifferent Service Providers

Description: Consider a single device that allows nultiple users to
obtain services fromdifferent SIP service providers, e.g., a kiosk
at an airport.

The foll owi ng assunptions apply:

o0 Provider Ais the device and | ocal network provider for the
device, and the SIP service provider for user A, Provider B is the
SIP service provider for user B.

o Profile enrollnent always results in content indirection
information requiring profile content retrieval

o0 Communi cation between the device and the PDSs is facilitated via
one or nore SIP proxies (only one is shown in the illustration).

Figure 5 illustrates the use case and highlights the conmunications

rel evant to the framework specified in this docunent.
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User User
A B o e ee oo e +
Fommmme o + | Pr ovi der | ] Pr ovi der |
| Device | | A | | B |
I I I || I
oo + | DHCP PROXY PDS | | PROXY PDS |
oo e +
I I I I I I
(A) | <::::DHCP::::>| | | | |
I I I I I
| . | | | |
| Profile Enroll nment | | | |
(B) | <local -network profile> <====>| | |
I
| <<Profile content retrieval >>
I
| .
| Profile Enroll nment | | | |
(O |<== device profile ==> | <====>| | |
I
| <<Profile content retrieval >>
I
| Profile Enrollment | | | |
(D) | <= user profile (A => | <====>| | |
I I I I I
| <<Profile content retrieval >>
[[User A obtains services]]
Profil e Enroll ment | |
(E) | <=========== user profile (B) >| < >|

<<Profile content retrieval >>

[[User B obtains services]]

Figure 5: Use Case 2
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The following is an explanation of the interactions in Figure 5.

(A) Upon initialization, the device obtains |IP configuration
paraneters using DHCP. This al so provides the | ocal domain
information to help with |ocal -network profile enroll ment.

(B) The device requests profile enrollnent for the |ocal network
profile. It receives an enrollnent notification containing
content indirection information fromProvider A's PDS. The
device retrieves the profile (this contains useful information
such as firewall port restrictions and avail abl e bandw dt h).

(C© The device then requests profile enrollnent for the device
profile. It receives an enrollnent notification resulting in
device profile content retrieval. The device initializes the
user interface for services.

(D) User Awith a pre-existing service relationship with Provider A
attenpts comuni cation via the user interface. The device uses
the user supplied information (including any credenti al
i nformation) and requests profile enrollment for user A's
profile. Successful enrollnment and profile content retrieval
results in services for user A

(E) At a different point in time, user Bwith a service relationship
with Provider B attenpts communication via the user interface.
It enrolls and retrieves user B's profile and this results in
services for user B

The di scovery nechanisns for profile enroll ment described by the
framework, or the profile data thenselves, can result in outbound
proxies that support devices behind NATs, using procedures specified
in [ RFC5626] .

5. Profile Delivery Framework

This section specifies the profile delivery franmework. It provides
the requirements for the three profile delivery stages introduced in
Section 3.4 and presents the associated security requirenents. It

al so presents considerations such as back-off and retry nechani sns.
5.1. Profile Delivery Stages

The three profile delivery stages -- enrollnent, content retrieval

and change notification -- apply separately to each profile type

specified for use with this framework. The foll ow ng subsections
provide the requirenents associated with each stage.
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5.1.1. Profile Enroll nent

Profile enrollment is the process by neans of which a device
requests, and receives, profile data. Each profile type specified in
this docunment requires an independent enrollnment request. However, a
particul ar PDS can support enrollnent for one or nore profile types.

PDSs and devices MJST inplement all of the three profile types. A
devi ce that has not been configured otherwi se SHOULD try to obtain
all the three profile types, in the order specified by this
framewor k. The exceptions are bootstrappi ng when it SHOULD request
the device profile type (see Section 5.3.1) or when it has been
explicitly configured with a different order via nmechani sns such as
previously retrieved profile data or pre-configuration or manual
configuration.

Profile enroll ment consists of the follow ng operations, in the
speci fied order.

Enrol I ment request transmi ssion

Profile enrollment is initiated when the device transnmts a SIP
SUBSCRI BE request [RFC3265] for the 'ua-profile event package,
specified in Section 6. The profile being requested is indicated
using the 'profile-type’ parameter. The device MJST transnit the
SI P SUBSCRI BE nessage via configured outbound proxies for the
destination domain, or in accordance with RFC 3263 [ RFC3263].

The device needs certain data to create an enroll nment request,
forma Request-URI, and authenticate to the network. This

i ncludes the profile provider’'s donmai n nane and devi ce or user
identities and credentials. Such data can be "configured" during
devi ce manufacturing, by the user, or via profile data enroll nent
(see Section 5.3.1). The data can al so be "di scovered" using the
procedures specified by this framework. The "di scovered" data can
be retained across device resets (but not across factory resets)

and such data is referred to as "cached". Thus, data can be
configured, discovered, or cached. The follow ng requirenents
apply.

* |f the device is configured with a specific domain nane (for
the | ocal network provider or device provider), it MJST NOT
attenpt "discovery" of the domain name. This is the case when
the device is pre-configured (e.g., via a user interface) to be
managed by specific entities.
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* The device MJST only use data associated with the provider’s
domain in an enroll ment request. As an exanple, when the
device is requesting a | ocal-network profile in the domain
"exanple.net’, it cannot present a user Address of Record (AoR)
associated with the | ocal domain ’exanple.coni.

* The device SHOULD adhere to the foll owi ng order of data usage
configured, cached, and discovered. An exception is when the
device is explicitly configured to use a different order

Upon failure to obtain the profile using any nmet hods specified in
this framework, the device MAY provide a user interface to allow
for user intervention. This can result in tenporary, one-tinme
data to bootstrap the device. Such tenporary data is not
considered to be "configured" and SHOULD NOT be cached across
resets. The configuration obtained using such data MAY provide
the configuration data required for the device to continue
functioning nornmally.

Devi ces attenpting enroll ment MJUST conply with the SIP-specific
event notification specified in [ RFC3265], the event package
requirenents specified in Section 6.2, and the security

requi renents specified in Section 5. 2.

Enrol | ment request adnittance

A PDS or a SIP proxy will receive a transnitted enroll nment

request. If a SIP infrastructure elenment receives the request, it
will relay it to the authoritative proxy for the domain indicated
in the Request-URI (the sanme way it would handl e any ot her
SUBSCRI BE nessage). The authoritative proxy is required to

exam ne the request (e.g., event package) and transmit it to a PDS
capabl e of addressing the profile enrollment request.

A PDS receiving the enroll ment request SHOULD respond to the
request, or proxy it to a PDS that can respond. An exception to
respondi ng or proxying the request is when a policy prevents
response (e.g., recognition of a denial-of-service (DoS) attack

an invalid device, etc.). The PDS then verifies the identity
presented in the request and perforns any necessary

aut hentication. Once authentication is successful, the PDS MJST
either admt or reject the enroll nent request, based on applicable
aut hori zation policies. A PDS adnitting the enroll nent request
indicates it via a 2xx-class response, as specified in [ RFC3265].

Refer to Sections 6.6 and 5.2 for nore information on subscription
request handling and security requirements, respectively.
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5.

5.

Enrol | ment request acceptance

A PDS that admits the enrollnment request verifies applicable
policies, identifies the requested profile data and prepares a SIP
NOTI FY nmessage to the device. Such a notification can either
contain the profile data or contain content indirection
information that results in the device performing profile content
retrieval. The PDS then transmits the prepared SIP notification
When t he device successfully receives and accepts the SIP
notification, profile enrollnent is conplete.

When it receives the SIP NOTI FY nessage, indicating successfu
profile enrollnment, the device SHOULD nake the new profile
effective within the specified tine frame, as described in
Section 6.2. The exception is when the profile data is delivered
via content indirection, and the device cannot obtain the profile
data within the specified tinme frane.

Once profile enrollnent is successful, the PDS MJUST consider the
device enrolled for the specific profile, for the duration of the
subscri pti on.

1.2. Content Retrieva

A successful profile enrollnent leads to an initial SIP notification
and nmay result in subsequent change notifications. Each of these
notifications can either contain profile data or content indirection
information. |If it contains content indirection information, the
device is required to retrieve the profile data using the specified
content retrieval protocols. This process is ternmed "profile content
retrieval". For information regarding the use of the SIP NOTI FY
message body, please refer to Section 6.5.

Devi ces and PDSs inplenmenting this framework MJST inpl enent two
content retrieval protocols: HITP and HTTPS, as specified in

[ RFC2616] and [ RFC2818], respectively. Future enhancenents or usage
of this framework may specify additional or alternative content
retrieval protocols. For security requirenments and consi derations,
pl ease refer to Section 5. 2.

1.3. Change Notification

Profil e data can change over tine. Changes can be initiated by
various entities (e.g., via the device, back-office conponents, and
end-user web interfaces) and for various reasons (e.g., change in
user preferences and nodifications to services). Profiles may al so
be shared by multiple devices sinmultaneously. Wen a profile is
changed, the PDS MUST informall the devices currently enrolled for
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the specific profile. This process of informng a device of any
changes to the profile that it is currently enrolled for is terned
change notification.

The PDS provi des change notification using a SIP notification (the
SI P NOTI FY nessage, as specified in [RFC3265]). The SIP notification
may provi de the changes, a revised profile, or content indirection,
whi ch contains a pointer to the revised data. Wen a device
successfully receives a profile change notification for an enrolled
profile, it MJST act upon the changes prior to the expiration of the
"effective-by’ paraneter.

For NOTI FY content, please refer to Section 6.5.
5.1.4. Enrollnent Data and Caching

The requirenents for the contents of the SIP SUBSCRI BE used to
request profile enrollment are described in this section. The data
required can be configured, cached, or discovered -- depending on the
profile type. |If the data is not configured, the device MJIST use

rel evant cached data or proceed with data discovery. This section
describes the requirenents for creating a SI P SUBSCRI BE f or
enrol I nent, the caching requirements and how data can be di scovered.

5.1.4.1. Local -Network Profile

To create a Subscription URI to request the local-network profile, a
devi ce needs the | ocal network domain name, the device identifier,
and optionally a user AR with associated credentials (if one is
configured). Since the device can be potentially initialized in a
different |ocal network each tinme, it SHOULD NOT cache the |oca
network domain, the SIP Subscription URI or the local-network profile
data across resets. An exception to this is when the device can
confirmthat it is reinitialized in the same network (using nmeans

out side the scope of this docunent). Thus, in nost cases, the device
needs to discover the |ocal network domain nanme. The device

di scovers this by establishing | P connectivity in the | ocal network
(such as via DHCP or pre-configured IP information). Once

est abli shed, the device MJST attenpt to use the |ocal network donain
obt ai ned via pre-configuration, if available. If it is not pre-
configured, it MJST enpl oy dynam c di scovery using DHCPv4 ([ RFC2132],
Domai n Nane option) or DHCPv6 ([ RFC4704]). Once the |l ocal network
domain is obtained, the device creates the SIP SUBSCRI BE for
enrol | nent as descri bed bel ow
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0 The device MJST NOT popul ate the user part of the Request-UR
The devi ce MUST set the host portion of the Request-URI to the
dot - separat ed concatenation of "_sipuaconfig" and the |oca
networ k domai n (see exanpl e bel ow).

o |If the device has been configured with a user AoR for the loca
network donmain (verified as explained in Section 5.2) the device
MUST use it to populate the Fromfield, unless configured not to
(due to privacy concerns, for exanple). Oherw se, the device
MJUST set the Fromfield to a val ue of
"anonynous@nonynous. i nval i d"

0 The device MIST include the +sip.instance paranmeter within the
Cont act header, as specified in [RFC5626]. The device MJST ensure
that the value of this paraneter is the sane as that included in
any subsequent profile enrollment request.

For exanple, if the device requested and received the |ocal donmain
nane via DHCP to be: airport.exanple.net, then the |ocal-network
profil e SUBSCRI BE Request-URI would | ook I|ike:

si p: _si puaconfi g. ai rport. exanpl e. net

The | ocal -network profile SUBSCRI BE Request-URI does not have a user
part so that the URI is distinct between the "local" and "device"
URI's when the donain is the sanme for the two. This provides a neans
of routing to the appropriate PDS in domai ns where there are distinct
servers.

The Fromfield is populated with the user AoR, if available. This
all ows the local network provider to propagate user-specific profile
data, if available. The "+sip.instance" paraneter within the Contact
header is set to the device identifier or specifically, the SIP UA

i nstance. Even though every device may get the sanme (or simlar)

| ocal -network profile, the uniqueness of the "+sip.instance"
paraneter provides an inportant capability. Having unique instance
ID fields allows the nanagenent of the local network to track devices
present in the network and consequently al so manage resources such as
bandwi dt h al | ocati on.

5.1.4.2. Device Profile Type

Once associated with a device, the device provider is not expected to
change frequently. Thus, the device is allowed to, and SHOULD, cache
the Subscription URI for the device profile upon successfu
enrol I ment. Exceptions include cases where the device identifier has
changed (e.g., new network card), device provider information has
changed (e.g., user initiated change), or the device cannot obtain
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its profile using the Subscription URI. Thus, when available, the
devi ce MJST use a cached Subscription URI. If no cached URI is
avail able then it needs to create a Subscription URI. To create a
Subscription URI, the device needs a device identity and the device
provider’s domain nane. Unless already configured, the device needs
to di scover the necessary information and formthe Subscription URI
In such cases, the following requirenents apply for creating a
Subscription URI for requesting the device profile:

0 The device MIST popul ate the user part of the Request-URI with the
device identifier. The device MIST set the host portion of the
Request-URI to the donmain nane of the device provider. The device
identifier format is explained in detail later in this section

0 The device MIST set the Fromfield to a val ue of anonynous@kdevi ce
provi der’ s domai n>.

0 The device MIST include the "+sip.instance" paraneter within the
Cont act header, as specified in [ RFC5626]. The device MJST use
the sanme value as the one presented while requesting the |ocal -
network profile.

Note that the discovered AoR for the Request-URI can be overridden by
a special, provisioned, AoR that is unique to the device. In such
cases, the provisioned AcR is used to formthe Request-URI and to
popul ate the Fromfield.

If the device is not configured with an AoR, and needs a domai n name
to popul ate the Request-URI and the Fromfield, it can either use a
configured donain nanme, if available, or discover it. The options to
di scover are described below. The device MIST use the results of
each successful discovery process for one enrollnent attenpt, in the
order specified bel ow

0 Option 1: Devices that support DHCP MJST attenpt to obtain the
domai n nane of the outbound proxy during the DHCP process, using
the DHCP option for SIP servers defined in [ RFC3361] or [RFC3319]
(for IPv4 and | Pv6, respectively).

0 Option 2: Devices that support DHCP MJST attenpt to obtain the
| ocal I P network domain during the DHCP process (refer to
[ RFC2132] and [ RFC4A704]).

0 Option 3: Devices MJST use the |l ocal network domai n name

(configured or discovered to retrieve the | ocal-network profile),
prefixing it with the label "_sipuaconfig".
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If the device needs to create a Subscription URI and needs to use its
device identifier, it MJST use the UU D based (Universally Unique
Identifier) URN representation as specified in [ RFC4122]. The

foll owi ng requirements apply:

0 Wien the device has a non-alterable Media Access Control (MAC)
address, it SHOULD use the version 1 UU D representation with the
ti mestanp and cl ock sequence bits set to a value of 0. This
will allow for easy recognition, and uni queness of MAC-address-
based UU Ds. An exception is the case where the device supports
i ndependent device configuration for nore than one SIP UA. An
exanpl e would be nultiple SIP UAs on the sane platform

o |f the device cannot use a non-alterable device identifier, it
SHOULD use an alternative non-alterable device identifier. For
exanple, the International Mbile Equipnment ldentity (IMEl) for
nobi | e devi ces.

o |f the device cannot use a non-alterable MAC address, it MJST use
the sane approach as defining a user agent instance IDin
[ RFC5626] .

0 Note: when the URN is used as the user part of the Request-URI, it
MUST be URL escaped since the colon (":") is not a legal character
in the user part of an addr-spec ([RFC4122]), and nust be escaped.

For exanple, the instance ID
urn: uui d: f 81d4f ae- 7ced- 11d0- a765- 00a0c91e6bf 6@xanpl e. com

woul d be escaped to look as follows in a URI:
si p: ur n%Bauui d¥8af 81d4f ae- 7ced- 11d0- a765- 00a0c91eb6bf 6@
exanpl e. com

The ABNF ([ RFC5234]) for the UU D representation is provided in
[ RFC4122] .

5.1.4.3. User Profile Type

To create a Subscription URI to request the user profile on behal f of
a user, the device needs to know the user’s AoR This can be
statically or dynam cally configured on the device (e.g., user input,
or propagated as part of the device profile). Simlar to device
profiles, the content and propagati on of user profiles may differ
based on depl oynent scenarios (i.e., users belonging to the sane
domain may -- or nmay not -- be provided the sane profile). To create
a Subscription URI, the follow ng rul es apply:
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0 The device MIST set the Request-URI to the user AoR
0 The device MIST popul ate the Fromfield with the user AoR

An authoritative SIP proxy for a SIP provider’s network that receives
a profile enrollment request for the user profile type will route
based on the Event Header field values, thus allowi ng a subscription
to the user’s AR to be routed to the appropriate PDS

5.2. Securing Profile Delivery

Profile data can contain sensitive information that needs to be
secured, such as identities and credentials. Security involves

aut hentication, data integrity and data confidentiality.

Aut hentication is the process by which you verify that an entity is
who it clainms to be, such as a user AoR presented during profile
enrol Il nent. Message integrity provides the assurance that the
nmessage contents transmitted between two entities, such as between
the PDS and the device, has not been nodified during transit.
Privacy ensures that the nessage contents have not been subjected to
nonitoring by unwanted el ements during transit. Authentication and
data integrity are required to ensure that the profile contents were
received by a valid entity, froma valid source, and w t hout any
nodi fications during transit. For profiles that contain sensitive
data, data confidentiality is also required

For an overview of potential security threats, refer to Section 9.
For information on how the device can be configured with identities
and credentials, refer to Section 5.3.1. The foll ow ng subsections
provide the security requirenents associated with each profile
delivery stage, and applies to each of profile types specified by
this franework.

5.2.1. Securing Profile Enroll ment

Profile enrollment may result in sensitive profile data. 1In such
cases, the PDS MJST authenticate the device, except during the
boot st rappi ng scenari o when the device does not have existing
credentials (see Section 5.3.1 for nore information on
bootstrapping). Additionally, the device MJST authenticate the PDS
to ensure that it is obtaining sensitive profile data froma valid
PDS.

To authenticate a device that has been configured with identities and
credentials, as specified in Section 5.3.1, and support profiles
containing sensitive profile data (refer to Section 5.3.3), devices
and PDSs MUST support digest authentication (over Transport Layer
Security (TLS)) as specified in [ RFC3261]. Future enhancenents nay
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provi de ot her authentication nmethods such as authentication using

X. 509 certificates. For the device to authenticate the PDS, the
device MJST nutually authenticate with the PDS during di gest

aut henti cation (device challenges the PDS, which responds with the
Aut hori zation header). Transm ssion of sensitive profile data al so
requires data integrity. This can be acconplished by configuring the
device with, or by ensuring that the discovery process during profile
enrol I ment provides, a Session Initiation Protocol Secure (SIPS) UR
resulting in TLS establishnment ([RFC5246]). TLS also prevents
offline dictionary attacks when digest authentication is used. Thus,
in the absence of TLS, the device MJST NOT respond to any

aut hentication challenges. It is to be noted that the digest
credentials used for obtaining profile data via this franework nay,

or may not, be the sane as those used for SIP registration (see
Section 5.3.1). In addition, while [RFC3261] considers MD5 to be a
reasonabl e choice to conpute the hash, and this may have been true
when [ RFC3261] was published, inplenmenters are recommended to use
stronger alternatives such as SHA-256. Refer to [FIPS-180-3] and

[ RFC4634] for nore infornmation about SHA-256.

When the PDS chall enges a profile enrollnent request, and it fails,
the PDS MAY refuse enrollment or provide profile data w thout the
user-specific information (e.g., to bootstrap a device as indicated

in Section 5.3.1). |If the device challenges, but fails to
authenticate the PDS, it MJUST reject the initial notification and
retry the profile enrollnment process. |If the device is configured

with, or discovers, a SIPS URI but TLS establishnent fails because
the next-hop SIP entity does not support TLS, the device SHOULD
attenpt other resolved next-hop SIP entities. Wen the device
establishes TLS with the next-hop entity, the device MJST use the
procedures specified in [RFC2818], Section 3.1, for authentication
unl ess it does not have any configured information (e.g.
certification authority (CA) certificate) to perform authentication
(like prior to bootstrapping). The ’'Server ldentity’ for

aut hentication is always the domain of the next-hop SIP entity. |If
the device attenpts validation, and it fails, it MJST reject the
initial notification and retry profile enrollnent. 1In the absence of

a SIPS URI for the device and a nmechani smfor nutual authentication
the PDS MUST NOT present any sensitive profile data in the initial
notification, except when the device is being bootstrapped. It NAY
still use content indirection to transnmt sensitive profile data.

When a device is being provided with bootstrapping profile data
within the notification, and it contains sensitive information, the
SIP lIdentity header SHOULD be used, as specified in [RFC4474]. This
hel ps with devices that MAY be pre-configured with certificates to
val i dat e boot strapping sources (e.g., list of allowed domain
certificates, or a list of root CA certificates using Public Key
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Infrastructure (PKI)). Wen the SIP Identity header is used, the PDS
MUST set the host portion of the AoRin the From header to the
Provider's domain (the user portion is a entity-specific identifier).
If the device is capable of validating the SIP Identity, and it

fails, it MJIST reject bootstrapping profile data.

5.2.2. Securing Content Retrieva

Initial or change notifications follow ng a successful enrollnment can
provide a device with the requested profile data or use content
indirection to direct it to a PCC that can provide the profile data.
Thi s docunent specifies HITP and HTTPS as content retrieva

pr ot ocol s.

If the profile is provided via content indirection and contains
sensitive profile data, then the PDS MJST use a HTTPS URI for content
indirection. PCCs and devices MJUST NOT use HITP for sensitive
profile data, except for bootstrapping a device via the device
profile. A device MJST authenticate the PCC as specified in

[ RFC2818], Section 3.1. A device that is being provided with profile
data that contains sensitive data MJST be authenticated using di gest
aut hentication as specified in [RFC2617], with the exception of a
device that is being bootstrapped for the first tinme via the device
profile. The resulting TLS channel also provides data integrity and
data confidentiality.

5.2.3. Securing Change Notification

If the device requested enrollment via a SIP subscription with a non-
zero 'Expires’ paraneter, it can also result in change notifications
for the duration of the subscription. For change notifications
containing sensitive profile data, this framework RECOMVENDS t he use
of the SIP Identity header as specified in [RFC4474]. Wen the SIP
Identity header is used, the PDS MJST set the host portion of the AoR
in the From header to the Provider’s domain (the user portion is a
entity-specific identifier). This provides header and body integrity
as well. However, for sensitive profile data requiring data
confidentiality , if the contact URI to which the NOTIFY request is
to be sent is not SIPS, the PDS MJUST use content indirection
Additionally, the PDS MJUST al so use content indirection for
notifications containing sensitive profile data, when the profile
enrol | nent was not authenti cat ed.

5.3. Additional Considerations
This section provides additional considerations, such as details on

how a device obtains identities and credentials, back-off and retry
nmet hods, guidelines on profile data, and additional profile types.
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5.3.1. Bootstrapping Identities and Credentials

Wien requesting a profile, the profile delivery server will likely
require the device to provide an identity (i.e., a user AoR) and
associ ated credentials for authentication. During this process
(e.g., digest authentication), the PDS is also required to present
its know edge of the credentials to ensure nutual authentication (see
Section 5.2.1). For mutual authentication with the PDS, the device
needs to be provided with the necessary identities and credentials
(e.g., usernanme/password, certificates). This is done via
boot st rappi ng. For a discussion around the security considerations
rel ated to bootstrapping, please see Section 9. 2.

Boot st rapping a device with the required identities and credentials
can be acconplished in one of the follow ng ways:

Pre-configuration
The device nmay be pre-configured with identities and associ at ed
credentials, such as a user AoR and di gest password.

Qut - of - band net hods
A device or Provider may provide hardware- or software-based
credentials such as Subscriber ldentity Mddule (SIM cards or
Uni versal Serial Bus (USB) drives.

End- user interface
The end-user may be provided with the necessary identities and
credentials. The end-user can then configure the device (using a
user interface), or present when required (e.g., IMIlogin screen).

Using this framework
Wien a device is initialized, even if it has no pre-configured
information, it can request the |ocal-network and device profiles.
For purposes of bootstrapping, this franework reconmends that the
device profile provide one of the following to bootstrap the
devi ce:

* Profile data that allows the end-user to conmunicate with the
devi ce provider or SIP service provider using non-SIP nethods.
For exanple, the profile data can direct the end-user to a web
portal to obtain a subscription. Upon obtaining a successfu
subscription, the end-user or the device can be provided with
the necessary identities and credentials.
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* Content indirection information to a PCC that can provide
identities and credentials. As an exanple, consider a device
that has an X 509 certificate that can be authenticated by the
PCC. In such a case, the PCC can use HTTPS to provide
identities and associ ated credenti al s.

* Profile data containing identities and credentials that can be
used to bootstrap the device (see Section 5.3.3 for profile
data reconmendations). This can be used in cases where the
device is initialized for the first tine, or after a factory
reset. This can be considered only in cases where the device
is initialized in the Provider’s network, for obvious security
reasons.

For interoperability purposes, this framewrk requires PDSs and
devices to support the last option (above), which is to use this
framework. Specifically, the option of providing identities and
credentials via the profile data MJUST be support ed.

Additionally, AoRs are typically known by PDSs that serve the donain
i ndi cated by the AoR. Thus, devices can only present the configured
AoRs in the respective domains. An exception is the use of federated
identities. This allows a device to use a user’s AoRin nultiple
domains. Further even within the sanme domain, the device's donain
proxy and the PDS nmay be in two different realns, and as such nay be
associated with different credentials for digest authentication. In
such cases, nultiple credentials nmay be configured, and associ ated
with the realns in which they are to be used. This franework
specifies only digest authentication for profile enrollnment and the
device is not expected to contain any other credentials. For profile
retrieval using content indirection, the device will need to support
additional credentials such as X 509 certificates (for TLS). Future
enhancenents can specify additional credential types for profile
enrol I ment and retrieval.

5.3.2. Profile Enrollnent Request Attenpt

A state diagramrepresenting a device requesting any specific profile
defined by this framework is shown in Figure 6.
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Figure 6: Device State Di agram
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As a rem nder:

(o]

The timeout for SIP nmessages is specified by [RFC3261]. In the
cases where this is not specified such as the tineout to wait for
the initial notification during profile enrollnment, it is left to
device inplenentations or future protocol enhancenents.

The timeout for profile retrieval using content indirection wll
be as specified by profile retrieval protocols enployed. |f none
exists, it is left to device inplenentations.

In addition, since profile enrollnment is a process unique to this
framework, the device MIUST follow the enrollnent attenpt along with
exponential back-off and retry nmechanisns as indicated in Figure 7.
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Function for Profile Enrollment ()
Init Function: Iteration i=0
Loop 1: Attenpt
Loop 2: For each SIP Subscription URI
Loop 3: For each next-hop SIP entity
- Prepare and transmit Enroll ment Request
- Await Enrollnent Acceptance and initial NOTIFY

+ If the profile enrollment is successfu
= Exit this function()

+ If profile enrollnent fails due to an explicit
failure or a tinmeout as specified in [ RFC3261]
= Continue with the next-hop SIP entity (Loop 3)
End Loop: Loop 3
End Loop: Loop 2

(Note: If you are here, profile enrollnent did not succeed)

+ Is any valid cached profile data avail abl e?
= If yes, use it and continue with Loop 1

+ If the enrollment request is for a non-nmandatory profile
= Start profile enrollnent for the next profile,

if applicable
- Delay for 27i*(64*T1); -- this is exponential back-off
- increnment i;

- If i>8, reset i=8§;
End | oop: Loop 1
End Function()

Figure 7: Profile Enrollnment Attenpt (Pseudo-Code)
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The pseudo-code above (Figure 7) allows for cached profiles to be
used. However, any cached | ocal -network profile MJUST NOT be used

unl ess the device can ensure that it is in the sanme |ocal network
that provided the cached data. This franework does not provide any
procedures for local network recognition. Any cached device and user
profiles MJUST only be used in donmmins with which they are associ at ed.
For exanple, a cached device profile is used only when the associ ated

domai n matches the current device provider’s donmain. |If a PDS wants
to invalidate a profile it may do so by transnmitting a NOTIFY with an
"enpty profile’, i.e., profile instance wi thout any included data (if

supported by the profile data nodel; not to be confused with an enpty
NOTI FY), or via an explicit profile data elenent that invalidates the
data. A device receiving such a NOTIFY MJST discard the applicable
profile (i.e., it cannot even store it in the cache). Additionally,
if a factory reset is available and performed on a device, it MJST
reset the device to its initial state prior to any configuration
Specifically, the device MIST set the device back to the state when
it was originally distributed.

The order of profile enrollnment is inportant. For the profiles
specified in this framework, the device MIUST enroll in the follow ng
default order: |ocal network, device, and user. The pseudo-code
presented earlier (Figure 7) differentiates between ’'mandatory’ and
"non-nmandatory’ profiles. This distinction is left to profile data
definitions.

It is to be noted that this framework does not allow the devices to
informthe PDSs of profile retrieval errors such as invalid data.
Fol | ow- on standardi zation activities are expected to address this

f eature.

5.3.3. Profile Data

This framework does not specify the contents for any profile type.
Fol | ow- on standardi zation activities are expected to address profile
contents. However, the franmework provides the follow ng requirenents
and recommendations for profile data definitions:

0 The device profile type SHOULD specify paraneters to configure the
identities and credentials for use in scenarios such as
boot st rappi ng (see Section 5.3.1) and run-tinme nodifications to
identities and credentials. This framework reconmends the device
profile provide the identities and credentials due to a coupl e of
reasons. The | ocal -network profile may not always be avail abl e,
and even if present, may not be controlled by the device provider
who control s device configuration to provide services. Further,
the device may not have any users configured prior to being
boot strapped, resulting in an absence of user profile requests.
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However, this framework does not prevent other profile types from
providing identities and credentials to nmeet depl oynent needs.

For exanple, the user profile can contain identities and
credentials for communicating with specific applications.

o0 Each profile MJST clearly identify if it nmay contain any sensitive
data. Such profiles MJST also identify the data elenents that are
consi dered sensitive, i.e., data that cannot be disclosed to
unaut hori zed parties. As an exanple, a device profile definition
may identify itself as containing sensitive data and indicate data
such as device credentials to be sensitive.

0 Wen the device receives multiple profiles, the contents of each
profile type SHOULD only contain data relevant to the entity it
represents. As an exanple, consider a device that obtains all the
defined profiles. Information pertaining to the Iocal network is
contained in the 'l ocal -network’ profile and not the ’user’
profile. This does not preclude relevant data about a different
entity frombeing included in a profile type, e.g., the 'device
profile type may contain informati on about the users allowed to
access services via the device. A profile may also contain
starting information to obtain subsequent profiles.

o Data overlap SHOULD be avoi ded across profile types, unless
necessary. |If data overlap is present, prioritization of the data
is left to data definitions. As an exanple, the device profile
may contain the list of codecs to be used by the device and the
user profile (for a user on the device) may contain the codecs
preferred by the user. Thus, the sane data (usable codecs) is
present in tw profiles. However, the data definitions may
indicate that, to function effectively, any cod